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Abstract: To understand the differences between terms like
cyber security and information security is important because
many banking regulatory bodies like Reserve bank of India,
Hong Kong Monetary Authority, Monetary Authority of
Singapore, etc. have asked banks to have separate cyber security
AIS security policies. These two words “Cyber Security” and
“Information Security” are generally used as synonyms in
security terminology, and create a lot of confusion among
security professionals. We are discussing with some InfoSec
professionals about the same and found out that some of them
think that cyber security is subset of information security while
others think the opposite. So, to clear this confusion, we decided
to research on the same and write a blog.

Keywords : Information security is all about protecting the
information, which generally focus on the confidentiality,
integrity, availability (CIA) of the information.

cyber security is about securing things that are vulnerable
through ICT..

I. INTRODUCTION

To understand the differences between terms
like cyber security and information security is
important because many banking regulatory bodies
like Reserve bank of India, Hong Kong
Monetary  Authority, Monetary  Authority  of
Singapore, etc. have asked banks to have
separate cyber security A IS security policies.

These two  words  “Cyber  Security” and
“Information  Security” are generally used as

synonyms in security terminology, and create a
lot of confusion among security professionals. We
are discussing with some InfoSec professionals
about the same and found out that some of
them think that cyber security is subset of
information ~ security  while  others  think  the
opposite. So, to clear this confusion, we decided
to research on the same and write a blog.

Let’s start with data security. Data security is

all about securing data. Now another questions
arises here is to the difference between data
and information. Not every data can be
information. Data can be called as information
when it is interpreted in a context and given
meaning. For example, “14041989” is data. And
if we know that this is date of birth of a
person, then it is information. So, Information
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means data which has some meaning.
Information security is all about protecting the
information,  which  generally focuses on the
confidentiality, integrity, availability (CIA) of the
information.

While cyber security is about securing things
that are wulnerable through ICT. It also
considers  that where data is stored and
technologies used to secure the data. Part of
cyber security about the protection of information

and communications technologies — i.e. hardware
and software, is known as ICT security.
Following Venn diagram can be helpful to

understand the differences.
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In the diagram below, we can see that right
side Venn diagram represent the Cyber security
(things which are wvulnerable through ICT, it
includes information, both physical and digital,
and non-information such as cars, traffic lights,
electronic  appliances, etc.), while left side
represent the information security (which consist
of information both digital and analog).

Note that IT security is the protection of
information technologies. Practically, there is no
difference in ICT security and IT security.

As you can see in the following picture that
both sets are having some overlap. Below
diagram illustrates the relationship between ICT
security, cyber security and information.
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Cyber Security and Information Security

Notice that cyber security (right set) includes
everything and everyone that can be accessed
through cyberspace. So, one could argue that
everything in this world is wvulnerable through
ICT. However, going by the definition of cyber
security, we should protect which is to be
protected, because of the security challenges
posed by the use of ICT.

As per the NIST (National Institute of
Standard and Technology) definition, Cybersecurity:
The ability to protect or defend the use of
cyberspace from cyber attacks.

Information ~ Security (1): The protection of
information and information systems from
unauthorized access, use, disclosure, disruption,
modification, or destruction in order to provide
confidentiality, integrity, and availability.

Information Security (2): Protecting information
and information systems from unauthorized access,
use, disclosure, disruption, modification, or
destruction in order to provide —

1) integrity, which means guarding against
improper information modification or destruction,
and includes ensuring information non-repudiation
and authenticity;

2)  confidentiality, = which  means  preserving
authorized restrictions on access and disclosure,
including means for protecting personal privacy
and proprietary information; and

3) availability, which means ensuring timely
and reliable access to and use of information.

Going by these definition, cyber security is all
about security of anything in cyber realm, while
information  security is all about security of
information regardless of the realm. So, from
these definitions, one can think that information
security is super set of cyber security.

So, we see that people have different view
about these terms, and generally use them
alternatively.

Also, there are cultural and even political
aspects regarding the wuse of these words. The
Americans  generally use the term  “cyber
security”.  While the Russians use “information
security”.

Below diagram shows the comparison of google
search volume of terms cyber security, cyber
security, and information security for last 5 years.

In India:

We can see that search volume for term
“information  security” was higher than terms
cyber security historically, but presently they have
similar search volume. Also term “cyber security”
is showing positive trend.
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Worldwide:

We can see that search wvolume for term
“information  security” was higher than terms
cyber security historically, but presently they have
similar search volume. And search volume for
term  “cyber  security” is higher than term
“cybersecurity”.  While both terms cyber security
and cybersecurity shows positive trends.
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In United States:

US shows similar trend as worldwide, and the reason for this
is domination of U.S. in security market.
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Il. TYPESOFCYBERSECURITY

Cyber security refers to the protection of devices,
processes, infrastructure and assets of the organization from
cyber-attacks, data theft, breaches, unauthorized access, etc.
With the advent of technology and the increasing
interconnectedness of organizational systems and networks,
effective cyber security management and strategy are a
necessity for organizations of all sizes and types.
Accordingly, investments are flowing into this field and the
market is predicted to grow to a 170-billion dollar one by
2020.

Cyber security is an umbrella term which encompasses
different types of security.

Application security: This constitutes the measures and
countermeasures meant to tackle threats and vulnerabilities
that arise in the development stage of an application such as
design application, development, deployment, maintenance,
upgrade, etc. Some of the techniques used include input
parameter  validation, session  management,  user
authentication and authorization, etc.

Information security: This refers to the protection of
information and data from theft, unauthorized access,
breaches, etc. in order to uphold user privacy and prevent
identity theft.

Disaster recovery: This involves planning and strategizing
to enable organizations to recover from cyber security/ IT
disasters. This includes risk assessment, analysis,
prioritizing and establish disaster response and recovery
mechanisms in place. This enables organizations to recover
faster from disasters and minimize losses.

Network security: This constitutes monitoring and
preventing authorized access and exploitation of internal
networks of an organization. By leveraging both hardware
and software technologies, network security ensures that
internal networks are safe, reliable and usable. Antivirus and
anti-spyware software, VPN, IPS, Firewall, etc. are used to
prevent cyber-threats facing the organization.

Website security: This is used to prevent and protect
websites from cyber security risks on the internet. Holistic
website security programs will cover the website’s database,
applications, source codes and files. There has a steady rise in
the number of data breaches on websites in the past few years
resulting in identity thefts, downtime, financial losses, loss of
reputation and brand image, etc. The main reason for this has
been the misconception among website owners that their
website is protected by website hosting provider. Thus,
leaving them wulnerable to cyber-attacks. Some of the
important techniques and tools used for website security are
website scanning and malware removal, website application
firewall, application security testing, etc.

Endpoint security: This enables organizations to protect
their servers, workstations and mobile devices from remote
and local cyber-attacks. Since devices on a network are
interconnected, it creates entry points for threats and
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vulnerabilities. Endpoint security effectively secures the
network by blocking attempts made to access these entry
points. File integrity monitoring, antivirus and anti-malware
software, etc. are major techniques used.

I11. CONCLUSION

Volume for term “information security” was
higher than terms cyber security historically, but
presently they have similar search volume. And
search  volume for term  “cyber security” is
higher than term  “cybersecurity”. While both
terms cyber security and  cybersecurity  shows
positive trends.
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