
False data injection attacks against state estimation in electric power grids

ACM Transactions on Information and System Security

14, 1-33

DOI: 10.1145/1952982.1952995

Citation Report



Citation Report

2

# Article IF Citations

1 A passivity-based framework for composing attacks on networked control systems. , 2012, , . 9

2 Power flow cyber attacks and perturbation-based defense. , 2012, , . 59

3 A game theoretic approach for adversarial pipeline monitoring using Wireless Sensor Networks. ,
2012, , . 3

4 SCPSE: Security-Oriented Cyber-Physical State Estimation for Power Grid Critical Infrastructures. IEEE
Transactions on Smart Grid, 2012, 3, 1790-1799. 6.2 155

5 Topology Perturbation for Detecting Malicious Data Injection. , 2012, , . 68

6 Monitoring and Optimization for Power Grids: A Signal Processing Perspective. IEEE Signal Processing
Magazine, 2013, 30, 107-128. 4.6 207

7 Jamming attack on Cyber-Physical Systems: A game-theoretic approach. , 2013, , . 28

8 TSB: Trusted sensing base for the power grid. , 2013, , . 2

9 Robust collaborative state estimation for smart grid monitoring. , 2013, , . 1

10 Robust Decentralized State Estimation and Tracking for Power Systems via Network Gossiping. IEEE
Journal on Selected Areas in Communications, 2013, 31, 1184-1194. 9.7 51

11 Confidentiality-preserving obfuscation for cloud-based power system contingency analysis. , 2013, , . 8

12 Automated scheduling of deferrable PEV/PHEV load by power-profile unevenness. , 2013, , . 2

13 Distributed state estimation with lossy measurement compression in smart grid. , 2013, , . 1

14 Clustering of smart meter data for disaggregation. , 2013, , . 16

15 Blind topology identification for power systems. , 2013, , . 43

16 Cyber physical system approach for design of power grids: A survey. , 2013, , . 43

17 Impact analysis of transient stability due to cyber attack on FACTS devices. , 2013, , . 18

18 Modeling and verification of security properties for critical infrastructure protection. , 2013, , . 1



3

Citation Report

# Article IF Citations

19 Addressing the challenges of anomaly detection for cyber physical energy grid systems. , 2013, , . 5

20 Malicious data detection in state estimation leveraging system losses &amp;amp; estimation of
perturbed parameters. , 2013, , . 9

21 Fundamental limits of cyber-physical security in smart power grids. , 2013, , . 8

22 Analysis of Optimal False Data Injection Attacks in Unmanned Aerial Systems. , 2013, , . 2

23 Secure Detection Using Binary Sensors. IFAC Postprint Volumes IPPV / International Federation of
Automatic Control, 2013, 46, 160-167. 0.4 1

24 Confirmation of Theoretical Results Regarding Control Theoretic Cyber Attacks on Controllers. IFAC
Postprint Volumes IPPV / International Federation of Automatic Control, 2013, 46, 702-707. 0.4 4

25 Improving Wiki Article Quality Through Crowd Coordination. International Journal on Semantic Web
and Information Systems, 2013, 9, 105-125. 2.2 6

26 Grid topology identification using electricity prices. , 2014, , . 35

27 Cyber-secure communication architecture for active power distribution networks. , 2014, , . 12

28 Software/Hardware-in-the-Loop Analysis of Cyberattacks on Unmanned Aerial Systems. Journal of
Aerospace Information Systems, 2014, 11, 337-343. 1.0 15

29 Identification of &amp;#x201C;unobservable&amp;#x201D; cyber data attacks on power grids. , 2014, , . 5

30 Detecting, locating, &amp;amp; quantifying false data injections utilizing grid topology through
optimized D-FACTS device placement. , 2014, , . 5

31 Stealthy attacks in power systems: Limitations on manipulating the estimation deviations caused by
switching network topologies. , 2014, , . 1

32 Under the radar attacks in dynamical systems: Adversarial privacy utility tradeoffs. , 2014, , . 2

33 Controller-aware false data injection against programmable logic controllers. , 2014, , . 14

34 A secure distributed consensus scheme for wireless sensor networks against data falsification. , 2014,
, . 0

35 Effective measurement design for cyber security. , 2014, , . 3

36 Energy price matrix factorization. , 2014, , . 0



4

Citation Report

# Article IF Citations

37 Control Systems for the Power Grid and Their Resiliency to Attacks. IEEE Security and Privacy, 2014, 12,
15-23. 1.5 12

38 False Logic Attacks on SCADA Control System. , 2014, , . 4

39 Moving Target Defense for Hardening the Security of the Power System State Estimation. , 2014, , . 65

40 Resilient distributed parameter estimation in heterogeneous time-varying networks. , 2014, , . 21

41 Security Threat Analytics and Countermeasure Synthesis for Power System State Estimation. , 2014, , . 10

42 On Kalman filtering in the presence of a compromised sensor: Fundamental performance bounds. ,
2014, , . 45

43 An abrupt change detection heuristic with applications to cyber data attacks on power systems. , 2014,
, . 10

44 Detection of Faults and Attacks Including False Data Injection Attack in Smart Grid Using Kalman
Filter. IEEE Transactions on Control of Network Systems, 2014, 1, 370-379. 2.4 560

45 Attacks/faults detection and isolation in the Smart Grid using Kalman Filter. , 2014, , . 6

46 On detection of cyber attacks against voltage control in distribution power grids. , 2014, , . 11

47 Extended Distributed State Estimation: A Detection Method against Tolerable False Data Injection
Attacks in Smart Grids. Energies, 2014, 7, 1517-1538. 1.6 71

48 Security concepts for the dynamics of autonomous vehicle networks. Automatica, 2014, 50, 852-857. 3.0 58

49 On False Data-Injection Attacks against Power System State Estimation: Modeling and
Countermeasures. IEEE Transactions on Parallel and Distributed Systems, 2014, 25, 717-729. 4.0 326

50 A Reputation-Based Secure Distributed Control Methodology in D-NCS. IEEE Transactions on Industrial
Electronics, 2014, 61, 6294-6303. 5.2 40

51 Resilient Distributed Control in the Presence of Misbehaving Agents in Networked Control Systems.
IEEE Transactions on Cybernetics, 2014, 44, 2038-2049. 6.2 113

52 Impact Analysis of Topology Poisoning Attacks on Economic Operation of the Smart Power Grid. , 2014,
, . 29

53 Adversary dynamics and smart grid security: A multiagent system approach. , 2014, , . 4

54 Combating False Data Injection Attacks in Smart Grid using Kalman Filter. , 2014, , . 23



5

Citation Report

# Article IF Citations

55 A formal model for verifying the impact of stealthy attacks on optimal power flow in power grids. ,
2014, , . 28

56 Phasor measurement unit selection for unobservable electric power data integrity attack detection.
International Journal of Critical Infrastructure Protection, 2014, 7, 155-164. 2.9 25

57 Stealthy false data injection attacks against state estimation in power systems: Switching network
topologies. , 2014, , . 15

58 Privacy-Preserving Power Request in Smart Grid Networks. IEEE Systems Journal, 2014, 8, 441-449. 2.9 31

59 Qualitative Behavioral Analyzer for Fault Detection and Cyber Security of Control Networks. , 2014, , . 0

60 Towards Efficient and Secured Real-Time Pricing in the Smart Grid. , 2014, , . 0

61 Online Monitoring of a Cyber Physical System Against Control Aware Cyber Attacks. Procedia
Computer Science, 2015, 70, 238-244. 1.2 10

62 Towards Efficient and Secured Real-Time Pricing in the Smart Grid. , 2015, , . 2

63 Economic impact of data integrity attacks on distributed DC optimal power flow algorithm. , 2015, , . 14

64 Complete observation against attack vulnerability for cyber-physical systems with application to
power grids. , 2015, , . 4

65 Smart grid data injection attacks: To defend or not?. , 2015, , . 10

66 Matrix partition-based detection scheme for false data injection in smart grid. International Journal
of Wireless and Mobile Computing, 2015, 9, 250. 0.1 2

67 False Data Injection Attacks and detection scenarios in the power system. , 2015, , . 1

68 Efficient solution of large sparse linear systems in modern hardware. , 2015, , . 1

69 Cyber Risk Assessment of Transmission Lines in Smart Grids. Energies, 2015, 8, 13796-13810. 1.6 9

70 A Study of Sparse Matrix Methods on New Hardware. International Journal of Monitoring and
Surveillance Technologies Research, 2015, 3, 1-19. 0.3 0

71 Secure Communications in Smart Grid: Networking and Protocols. , 2015, , 113-148. 8

72 Security Challenges in Smart Grid Implementation. SpringerBriefs in Cybersecurity, 2015, , 1-39. 0.2 28



6

Citation Report

# Article IF Citations

73 Joint Cyber and Physical Attacks on Power Grids. , 2015, , . 21

75 Empirical Development of a Trusted Sensing Base for Power System Infrastructures. IEEE Transactions
on Smart Grid, 2015, 6, 2454-2463. 6.2 10

76 Likelihood of cyber data injection attacks to power systems. , 2015, , . 3

77 Fake-acknowledgment attack on ACK-based sensor power schedule for remote state estimation. , 2015, ,
. 9

78 Data Framing Attacks against Nonlinear State Estimation in Smart Grid. , 2015, , . 3

79 Stealthy control signal attacks in scalar LQG systems. , 2015, , . 4

80 Automated vulnerability analysis of AC state estimation under constrained false data injection in
electric power systems. , 2015, , . 15

81 Defending against Energy Dispatching Data integrity attacks in smart grid. , 2015, , . 1

82 Observability of linear systems under adversarial attacks. , 2015, , . 151

83 An algebraic detection approach for control systems under multiple stochastic cyber-attacks.
IEEE/CAA Journal of Automatica Sinica, 2015, 2, 258-266. 8.5 10

84 A controller design method for unidentifiable linear SISO systems. , 2015, , . 0

85 Some discussions about data in the new environment of power systems. , 2015, , . 0

86 Towards resilient cyber-physical control systems. , 2015, , . 2

87 Cybersecurity for product lifecycle management a research roadmap. , 2015, , . 2

88 Robust fault detection of linearized power grid network system. , 2015, , . 0

89 Response and reconfiguration of cyber-physical control systems: A survey. , 2015, , . 28

90 Robust fault diagnosis of power grid network system. , 2015, , . 2

91 Security Implications of Transport Layer Protocols in Power Grid Synchrophasor Data
Communication. IEEE Transactions on Smart Grid, 2015, , 1-10. 6.2 27



7

Citation Report

# Article IF Citations

92 Security in stochastic control systems: Fundamental limitations and performance bounds. , 2015, , . 75

93 An intrusion-resilient distributed optimization algorithm for modal estimation in power systems. ,
2015, , . 9

94 Securing DC and hybrid microgrids. , 2015, , . 5

95 Control-Theoretic Methods for Cyberphysical Security: Geometric Principles for Optimal Cross-Layer
Resilient Control Systems. IEEE Control Systems, 2015, 35, 110-127. 1.0 286

96 Physical Authentication of Control Systems: Designing Watermarked Control Inputs to Detect
Counterfeit Sensor Outputs. IEEE Control Systems, 2015, 35, 93-109. 1.0 349

97 Detection of false data injection attacks in smart-grid systems. , 2015, 53, 206-213. 88

98 A Real-Time Attack Localization Algorithm for Large Power System Networks Using Graph-Theoretic
Techniques. IEEE Transactions on Smart Grid, 2015, 6, 2551-2559. 6.2 33

99 Dynamic load altering attacks in smart grid. , 2015, , . 46

100 Detecting Malicious Data Injections in Event Detection Wireless Sensor Networks. IEEE Transactions
on Network and Service Management, 2015, 12, 496-510. 3.2 31

101 Statistical Structure Learning to Ensure Data Integrity in Smart Grid. IEEE Transactions on Smart Grid,
2015, 6, 1924-1933. 6.2 54

102 Detection of False Data Injection Attacks in Smart Grid Communication Systems. IEEE Signal Processing
Letters, 2015, 22, 1652-1656. 2.1 186

103 Risk-Sensitive Control Under Markov Modulated Denial-of-Service (DoS) Attack Strategies. IEEE
Transactions on Automatic Control, 2015, 60, 3299-3304. 3.6 189

104 A Low-Rank Matrix Approach for the Analysis of Large Amounts of Power System Synchrophasor Data.
, 2015, , . 31

105 Information-Theoretic Security in Stochastic Control Systems. Proceedings of the IEEE, 2015, 103,
1914-1931. 16.4 20

106 Secure detection with correlated binary sensors. , 2015, , . 0

107 Modeling security policies for mitigating the risk of load altering attacks on smart grid systems. ,
2015, , . 1

108 A new method for detection of fake data in measurements at smart grids state estimation. IET Science,
Measurement and Technology, 2015, 9, 765-773. 0.9 4

109 A resilient distributed energy management algorithm for economic dispatch in the presence of
misbehaving generation units. , 2015, , . 2



8

Citation Report

# Article IF Citations

110 Coordinated attacks against power grids: Load redistribution attack coordinating with generator
and line attacks. , 2015, , . 2

111 Power system adequacy assessment with load redistribution attacks. , 2015, , . 4

112 A comprehensive assessment of cloud computing for smart grid applications: A multi-perspectives
framework. , 2015, , . 10

113 Smart grid data integrity attacks: Observable islands. , 2015, , . 5

114 Integrity Attacks on Real-Time Pricing in Electric Power Grids. ACM Transactions on Information and
System Security, 2015, 18, 1-33. 4.5 25

115 Optimum node selection for protection under power grid state estimation. , 2015, , . 0

116 Secure and robust state estimation under sensor attacks, measurement noises, and process
disturbances: Observer-based combinatorial approach. , 2015, , . 34

117 Enabling the big data analysis in the smart grid. , 2015, , . 16

118 On false data injection attacks against the dynamic microgrid partition in the smart grid. , 2015, , . 18

119 A game-theoretic approach to optimal defense strategy against load redistribution attack. , 2015, , . 3

120 Using spy node to identify cyber-attack in power systems as a novel approach. , 2015, , . 2

121 Distributed Real-Time Anomaly Detection in Networked Industrial Sensing Systems. IEEE Transactions
on Industrial Electronics, 2015, 62, 3832-3842. 5.2 107

122 Identification of vulnerable node clusters against false data injection attack in an AMI based Smart
Grid. Information Systems, 2015, 53, 201-212. 2.4 73

123 EAPA: An efficient authentication protocol against pollution attack for smart grid. Peer-to-Peer
Networking and Applications, 2015, 8, 1082-1089. 2.6 10

124 Abnormal traffic-indexed state estimation: A cyberâ€“physical fusion approach for Smart Grid attack
detection. Future Generation Computer Systems, 2015, 49, 94-103. 4.9 77

125 A Secure Scheme for Distributed Consensus Estimation against Data Falsification in Heterogeneous
Wireless Sensor Networks. Sensors, 2016, 16, 252. 2.1 6

126 Resilient decentralized consensus-based state estimation for smart grid in presence of false data. ,
2016, , . 21

127 Improved protection scheme for data attack on strategic buses in the Smart Grid. , 2016, , . 1



9

Citation Report

# Article IF Citations

128 Identifying covert data-manipulators in power system estimation loops. , 2016, , . 4

129 Joint cyber and physical attacks against topology of electric grids. , 2016, , . 1

130 Securing Power System State Estimation. , 2016, , . 1

131 Detection of false data injection attacks in smart grid under colored Gaussian noise. , 2016, , . 28

132 Resilient distribution grids â€” cyber threat scenarios and test environment. , 2016, , . 8

133 Zero-stealthy attack for sampled-data control systems: The case of faster actuation than sensing. ,
2016, , . 10

134 Undetectable sensor and actuator attacks for observer based controlled Cyber-Physical Systems. ,
2016, , . 4

135 Cyberâ€•physical attacks and defences in the smart grid: a survey. IET Cyber-Physical Systems: Theory and
Applications, 2016, 1, 13-27. 1.9 332

136 Impact of network topology optimization on power system reliability. , 2016, , . 4

137 Estimation of smart grid topology using SCADA measurements. , 2016, , . 11

138 A Brief Survey of Security Approaches for Cyber-Physical Systems. , 2016, , . 23

139 A new framework of electrical cyber physical systems. , 2016, , . 1

140 Limiting the Impact of Stealthy Attacks on Industrial Control Systems. , 2016, , . 214

141 Stealthy and blind false injection attacks on SCADA EMS in the presence of gross errors. , 2016, , . 17

142 Electric vehicle technology as an exploit for cyber attacks on the next generation of electric power
systems. , 2016, , . 14

143 Detection of sensor attack and resilient state estimation for uniformly observable nonlinear systems.
, 2016, , . 16

144 A Resilient Algorithm for Power System Mode Estimation using Synchrophasors. , 2016, , . 4

145 Worst-case analysis of innovation-based linear attack on remote state estimation with resource
constraint. , 2016, , . 10



10

Citation Report

# Article IF Citations

146 Stealthy control signal attacks in vector LQG systems. , 2016, , . 9

147 Protecting critical buses in power-grid against data attacks: Adaptive protection schemes for smart
cities. , 2016, , . 0

148 A Round-Robin ADMM algorithm for identifying data-manipulators in power system estimation. , 2016, ,
. 2

149 Multi-agent System for Detecting False Data Injection Attacks Against the Power Grid. , 2016, , . 4

150 Bid Modification Attack in Smart Grid for Monetary Benefits. , 2016, , . 5

151 Stochastic Detector against linear deception attacks on remote state estimation. , 2016, , . 12

152 Anomaly detection in diurnal CPS monitoring data using a local density approach. , 2016, , . 1

153 Data integrity attacks against the distributed real-time pricing in the smart grid. , 2016, , . 10

154 On modeling of electrical cyber-physical systems considering cyber security. Frontiers of Information
Technology and Electronic Engineering, 2016, 17, 465-478. 1.5 43

155 Data-Driven Stealthy Injection Attacks on Smart Grid with Incomplete Measurements. Lecture Notes in
Computer Science, 2016, , 180-192. 1.0 22

156 Data Injection Attacks on Smart Grids With Multiple Adversaries: A Game-Theoretic Perspective. IEEE
Transactions on Smart Grid, 2016, 7, 2038-2049. 6.2 109

158 Energy Big Data Analytics and Security: Challenges and Opportunities. IEEE Transactions on Smart
Grid, 2016, 7, 2423-2436. 6.2 172

159 Power system static state estimation using a least winsorized square robust estimator.
Neurocomputing, 2016, 207, 457-468. 3.5 20

160 Study on Tradeoffs in Detection of Malicious Data Injections in Wireless Sensor Networks. Procedia
Technology, 2016, 25, 378-383. 1.1 0

161 A study of packet-reordering integrity attack on remote state estimation. , 2016, , . 4

162 Detecting and Isolating Attacks of Deception in Networked Control Systems. , 2016, , . 5

163 Recovery after attacks of deception on Networked Control Systems. , 2016, , . 5

164 Vulnerabilities in two-area Automatic Generation Control systems under cyberattack. , 2016, , . 12



11

Citation Report

# Article IF Citations

165 Feasibility and mitigation of false data injection attacks in smart grid. , 2016, , . 9

166 Towards a unified resilience analysis: State estimation against integrity attacks. , 2016, , . 5

167 Investigating the impact of intrusion detection system performance on communication latency and
power system stability. , 2016, , . 3

168 Impact analysis of false data injection attacks on power system static security assessment. Journal of
Modern Power Systems and Clean Energy, 2016, 4, 496-505. 3.3 58

169 A Game-Theoretic Approach to Jamming Attacks on Remote State Estimation in Cyber-Physical Systems. ,
2016, , 3-30. 1

170 A Game-Theoretic Approach to Jamming Attacks on Remote State Estimation in Cyber-Physical Systems. ,
2016, , 13-40. 0

171 Detection of cyber attacks with access to partial data in power system using spy nodes. , 2016, , . 1

172 Data integrity attack in smart grid: optimised attack to gain momentary economic profit. IET
Generation, Transmission and Distribution, 2016, 10, 4032-4039. 1.4 24

173 A Case Study on Implementing False Data Injection Attacks Against Nonlinear State Estimation. , 2016, , . 31

174 Cyber attacks, detection and protection in smart grid state estimation. , 2016, , . 10

175 Bad data detection for smart grid state estimation. , 2016, , . 4

176 Quantifying the influence of local load redistribution attack on power supply adequacy. , 2016, , . 2

177 A polynomial-time method to find the sparsest unobservable attacks in power networks. , 2016, , . 1

178 Adaptive cyberâ€•physical system attack detection and reconstruction with application to power
systems. IET Control Theory and Applications, 2016, 10, 1458-1468. 1.2 128

179 Online Detection of Stealthy False Data Injection Attacks in Power System State Estimation. IEEE
Transactions on Smart Grid, 2016, , 1-1. 6.2 158

180 Identification of Successive â€œUnobservableâ€• Cyber Data Attacks in Power Systems Through Matrix
Decomposition. IEEE Transactions on Signal Processing, 2016, 64, 5557-5570. 3.2 45

181 Investigation of control theoretic cyber attacks on controllers. International Journal of Systems,
Control and Communications, 2016, 7, 273. 0.2 2

182 Compensation of attacks on consensus networks. , 2016, , . 1



12

Citation Report

# Article IF Citations

183 Power grid resilience against false data injection attacks. , 2016, , . 12

184 On Attacker Models and Profiles for Cyber-Physical Systems. Lecture Notes in Computer Science, 2016,
, 427-449. 1.0 48

185 On identifying vulnerable nodes for power systems in the presence of undetectable cyber-attacks. ,
2016, , . 5

186 Detection of false data attacks in smart grid with supervised learning. , 2016, , . 74

187
IA<sup>2</sup>P: Intrusion-Tolerant Malicious Data Injection Attack Analysis and Processing in Traffic
Flow Data Collection Based on VANETs. International Journal of Distributed Sensor Networks, 2016,
12, 5159739.

1.3 2

188 Attack path reconstruction from adverse consequences on power grids with a focus on
Monitoring-Layer attacks. , 2016, , . 2

189 A deep learning-based cyber-physical strategy to mitigate false data injection attack in smart grids. ,
2016, , . 44

190 Power System Reliability Evaluation Considering Load Redistribution Attacks. IEEE Transactions on
Smart Grid, 2016, , 1-1. 6.2 50

191 A comprehensive overview of cyber-physical systems: from perspective of feedback system. IEEE/CAA
Journal of Automatica Sinica, 2016, 3, 1-14. 8.5 85

192 DDOA: A Dirichlet-Based Detection Scheme for Opportunistic Attacks in Smart Grid Cyber-Physical
System. IEEE Transactions on Information Forensics and Security, 2016, 11, 2415-2425. 4.5 70

193 Forecasting-Aided Imperfect False Data Injection Attacks Against Power System Nonlinear State
Estimation. IEEE Transactions on Smart Grid, 2016, 7, 6-8. 6.2 81

194 BLITHE: Behavior Rule-Based Insider Threat Detection for Smart Grid. IEEE Internet of Things Journal,
2016, 3, 190-205. 5.5 33

195 Enabling multi-layer cyber-security assessment of Industrial Control Systems through
Hardware-In-The-Loop testbeds. , 2016, , . 9

196 Security Assessment of Time Synchronization Mechanisms for the Smart Grid. IEEE Communications
Surveys and Tutorials, 2016, 18, 1952-1973. 24.8 32

197 Bilevel Model for Analyzing Coordinated Cyber-Physical Attacks on Power Systems. IEEE Transactions
on Smart Grid, 2016, 7, 2260-2272. 6.2 185

198 Security system architecture for data integrity based on a virtual smart meter overlay in a smart grid
system. Soft Computing, 2016, 20, 1829-1840. 2.1 4

199 Line Outage Localization Using Phasor Measurement Data in Transient State. IEEE Transactions on
Power Systems, 2016, 31, 3019-3027. 4.6 28

200 An Event-Triggered Approach to State Estimation for a Class of Complex Networks With Mixed Time
Delays and Nonlinearities. IEEE Transactions on Cybernetics, 2016, 46, 2497-2508. 6.2 178



13

Citation Report

# Article IF Citations

201 Online Energy Price Matrix Factorization for Power Grid Topology Tracking. IEEE Transactions on
Smart Grid, 2016, 7, 1239-1248. 6.2 41

202 Transmission Line Rating Attack in Two-Settlement Electricity Markets. IEEE Transactions on Smart
Grid, 2016, 7, 1346-1355. 6.2 48

203 Detection of Cyber Attacks Against Voltage Control in Distribution Power Grids With PVs. IEEE
Transactions on Smart Grid, 2016, 7, 1824-1835. 6.2 118

204 On Data Integrity Attacks Against Real-Time Pricing in Energy-Based Cyber-Physical Systems. IEEE
Transactions on Parallel and Distributed Systems, 2017, 28, 170-187. 4.0 36

205 Effects of Switching Network Topologies on Stealthy False Data Injection Attacks Against State
Estimation in Power Networks. IEEE Systems Journal, 2017, 11, 2640-2651. 2.9 25

206 Short-Term State Forecasting-Aided Method for Detection of Smart Grid General False Data Injection
Attacks. IEEE Transactions on Smart Grid, 2017, 8, 1580-1590. 6.2 161

207 Dynamic Games With Asymmetric Information and Resource Constrained Players With Applications to
Security of Cyberphysical Systems. IEEE Transactions on Control of Network Systems, 2017, 4, 71-81. 2.4 31

208 Modeling and performance evaluation of stealthy false data injection attacks on smart grid in the
presence of corrupted measurements. Journal of Computer and System Sciences, 2017, 83, 58-72. 0.9 63

209 Optimal Linear Cyber-Attack on Remote State Estimation. IEEE Transactions on Control of Network
Systems, 2017, 4, 4-13. 2.4 324

210 A Review of False Data Injection Attacks Against Modern Power Systems. IEEE Transactions on Smart
Grid, 2017, 8, 1630-1638. 6.2 652

211 Secure and efficient protection of consumer privacy in Advanced Metering Infrastructure supporting
fine-grained data analysis. Journal of Computer and System Sciences, 2017, 83, 84-100. 0.9 16

212 Detection of False-Data Injection Attacks in Cyber-Physical DC Microgrids. IEEE Transactions on
Industrial Informatics, 2017, 13, 2693-2703. 7.2 211

213 Improved sensor fault detection, isolation, and mitigation using multiple observers approach. Systems
Science and Control Engineering, 2017, 5, 70-96. 1.8 14

214 Stealthy Control Signal Attacks in Linear Quadratic Gaussian Control Systems: Detectability Reward
Tradeoff. IEEE Transactions on Information Forensics and Security, 2017, 12, 1555-1570. 4.5 58

215 Real-Time Detection of False Data Injection Attacks in Smart Grid: A Deep Learning-Based Intelligent
Mechanism. IEEE Transactions on Smart Grid, 2017, 8, 2505-2516. 6.2 580

216 A statistical unsupervised method against false data injection attacks: A visualization-based approach.
Expert Systems With Applications, 2017, 84, 242-261. 4.4 53

217 Transient stability enhancement of power grid by neural network controlled BFCL considering
cyber-attacks. , 2017, , . 4

218 Cyber-Physical Systems Securityâ€”A Survey. IEEE Internet of Things Journal, 2017, 4, 1802-1831. 5.5 672



14

Citation Report

# Article IF Citations

219 Spatio-Temporal Correlations in Cyber-Physical Systems. , 2017, , . 2

220 Towards a framework for cyber attack impact analysis of electric cyber physical systems. , 2017, , . 4

221 A survey on cyber attacks against nonlinear state estimation in power systems of ubiquitous cities.
Pervasive and Mobile Computing, 2017, 39, 52-64. 2.1 22

222 Physical Intrusion Gamesâ€”Optimizing Surveillance by Simulation and Game Theory. IEEE Access, 2017, 5,
8394-8407. 2.6 32

223 The 2015 Ukraine Blackout: Implications for False Data Injection Attacks. IEEE Transactions on Power
Systems, 2017, 32, 3317-3318. 4.6 783

224 Data-injection attacks in stochastic control systems: Detectability and performance tradeoffs.
Automatica, 2017, 82, 251-260. 3.0 160

225 Security of SCADA systems against cyberâ€“physical attacks. IEEE Aerospace and Electronic Systems
Magazine, 2017, 32, 28-45. 2.3 84

226 En-Route Filtering Techniques in Wireless Sensor Networks: A Survey. Wireless Personal
Communications, 2017, 96, 697-739. 1.8 18

227 SEDEA: State Estimation-Based Dynamic Encryption and Authentication in Smart Grid. IEEE Access, 2017,
5, 15682-15693. 2.6 23

228 Cybersecurity in Distributed Power Systems. Proceedings of the IEEE, 2017, 105, 1367-1388. 16.4 146

229 Confiscating Flight Control System by Stealthy Output Injection Attack. Journal of Aerospace
Information Systems, 2017, 14, 203-213. 1.0 6

230 Delayed unknown input observers for discrete-time linear systems with guaranteed performance.
Systems and Control Letters, 2017, 103, 9-15. 1.3 28

231 Distributed host-based collaborative detection for false data injection attacks in smart grid
cyber-physical system. Journal of Parallel and Distributed Computing, 2017, 103, 32-41. 2.7 109

232 Minimum Sparsity of Unobservable Power Network Attacks. IEEE Transactions on Automatic Control,
2017, 62, 3354-3368. 3.6 27

233 Analysis of Consensus-Based Distributed Economic Dispatch Under Stealthy Attacks. IEEE Transactions
on Industrial Electronics, 2017, 64, 5107-5117. 5.2 107

234 Biâ€•level modelling of false data injection attacks on security constrained optimal power flow. IET
Generation, Transmission and Distribution, 2017, 11, 3586-3593. 1.4 33

236 Kalman filter with diffusion strategies for detecting power grid false data injection attacks. , 2017, , . 11

237 Cascading Failure Attacks in the Power System: A Stochastic Game Perspective. IEEE Internet of Things
Journal, 2017, 4, 2247-2259. 5.5 53



15

Citation Report

# Article IF Citations

238 Hidden Moving Target Defense in Smart Grids. , 2017, , . 17

239 Cyber-Physical Security and Privacy in the Electric Smart Grid. Synthesis Lectures on Information
Security Privacy and Trust, 2017, 9, 1-64. 0.3 9

240 A brief overview on secure control of networked systems. Advances in Manufacturing, 2017, 5, 243-250. 3.2 8

241 Achieving Efficient Detection Against False Data Injection Attacks in Smart Grid. IEEE Access, 2017, 5,
13787-13798. 2.6 90

242 Towards a secure network architecture for smart grids in 5G era. , 2017, , . 21

243 Improvements to the Smart Energy Profile security. , 2017, , . 2

244 On the optimization of energy storage system placement for protecting power transmission grids
against dynamic load altering attacks. , 2017, , . 14

245 Detecting Time Synchronization Attacks in Cyber-Physical Systems with Machine Learning Techniques. ,
2017, , . 24

246 Cognitive radio testbed for Digital Beamforming of satellite communication. , 2017, , . 5

247 Impact of Cyber Attacks on Data Integrity in Transient Stability Control. , 2017, , . 2

248 A transient stability control adaptive to measurements uncertainties. , 2017, , . 1

250 Review of cyber attacks on power system operations. , 2017, , . 32

251 Replay attack detection in a multi agent system using stability analysis and loss effective
watermarking. , 2017, , . 21

252 Strategic Trust in Cloud-Enabled Cyber-Physical Systems With an Application to Glucose Control. IEEE
Transactions on Information Forensics and Security, 2017, 12, 2906-2919. 4.5 54

253 Attack-resilient estimation of switched nonlinear cyber-physical systems. , 2017, , . 15

254 Profiting from attacks on real-time price communications in smart grids. , 2017, , . 3

255 Coupling analysis-based false monitoring information identification of production system in process
industry. Science China Technological Sciences, 2017, 60, 807-817. 2.0 3

256 Controls for Smart Grids: Architectures and Applications. Proceedings of the IEEE, 2017, 105, 2244-2261. 16.4 61



16

Citation Report

# Article IF Citations

257 On the Impact of Cyber Attacks on Data Integrity in Storage-Based Transient Stability Control. IEEE
Transactions on Industrial Informatics, 2017, 13, 3322-3333. 7.2 40

258 A Joint Data Compression and Encryption Approach for Wireless Energy Auditing Networks. ACM
Transactions on Sensor Networks, 2017, 13, 1-32. 2.3 17

259 Stealthy Attacks in Dynamical Systems: Tradeoffs Between Utility and Detectability With Application in
Anonymous Systems. IEEE Transactions on Information Forensics and Security, 2017, 12, 779-792. 4.5 9

260 Stealthy output injection attacks on control systems with bounded variables. International Journal
of Control, 2017, 90, 1389-1402. 1.2 7

261 Consensus estimationâ€•based target localization in underwater acoustic sensor networks.
International Journal of Robust and Nonlinear Control, 2017, 27, 1607-1627. 2.1 47

262 Q-Learning-Based Vulnerability Analysis of Smart Grid Against Sequential Topology Attacks. IEEE
Transactions on Information Forensics and Security, 2017, 12, 200-210. 4.5 185
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299 Detection of false data injection attack on load frequency control in distributed power systems. ,
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303 F-DDIA: A Framework for Detecting Data Injection Attacks in Nonlinear Cyber-Physical Systems.
Security and Communication Networks, 2017, 2017, 1-12. 1.0 3
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315 Determining Resilience Gains From Anomaly Detection for Event Integrity in Wireless Sensor
Networks. ACM Transactions on Sensor Networks, 2018, 14, 1-35. 2.3 8

316 Structural and Strongly Structural Input and State Observability of Linear Network Systems. IEEE
Transactions on Control of Network Systems, 2018, 5, 2062-2072. 2.4 13
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