CITATION REPORT
List of articles citing

Source: https://exaly.com/paper-pdf/46440326/citation-report.pdf
Version: 2024-04-24

This report has been generated based on the citations recorded by exaly.com for the above article. For
the latest version of this publication list, visit the link given above.

The third column is the impact factor (IF) of the journal, and the fourth column is the number of

citations of the article.




625

623

621

619

617

615

613

611

CITATION REPORT

Paper IF Citations

On the Use of Naive Bayesian Classifiers for Detecting Elementary and Coordinated Attacks. 2010,
105, 435-466

The use of artificial intelligence based techniques for intrusion detection: a review. 2010, 34, 369-387 69

An ontology-based intrusion alerts correlation system. Expert Systems With Applications, 2010, 37, 7138-7816

A representative bibliography of surveys in the information fusion domain. 2010, 11, 299-300 6

An Adaptive Growing Hierarchical Self Organizing Map for Network Intrusion Detection. 2010, 10

Reducing false positives through fuzzy alert correlation in collaborative intelligent intrusion
detection systems [A review. 2010,

. 2010, 1

Nature-inspired ensembles to detect SNMP anomalous situations. 2011,

Al based supervised classifiers. 2011, 6

Intelligent Hybrid Anomaly Network Intrusion Detection System. 2011, 209-218

Bi-Layer Behavioral-Based Feature Selection Approach for Network Intrusion Classification. 2011, 195-203 12

Computational Intelligence in Security for Information Systems. 2011,

Secure Machine Learning, a Brief Overview. 2011, 10

Assessing the severity of phishing attacks: A hybrid data mining approach. 2011, 50, 662-672

Anomaly detection techniques for a web defacement monitoring service. Expert Systems With 3 1
Applications, 2011, 38, 12521-12530 7 9

Mutual information-based feature selection for intrusion detection systems. 2011, 34, 1184-1199




(2012-201)

609 Preparing for the Next Wikileaks: Making Forensics Techniques Work. 2011,

Robust Intrusion Detection Algorithm Based on K-Means and BP. 2011, 50-51, 634-638

607 An Intrusion Detection Method Based on Multiple Kernel Support Vector Machine. 2011, 3

Nonparametric semi-supervised learning for network intrusion detection. 2012,

Toward Intelligent Intrusion Prediction for Wireless Sensor Networks Using Three-Layer Brain-Like

605 Learning. 2012, 8, 243841

Network intrusion detection using multi-attributed frame decision tree. 2012,

603 A neural-visualization IDS for honeynet data. 2012, 22, 1250005 29

A Brief Introduction to Intrusion Detection System. 2012, 263-271

A-GHSOM: An adaptive growing hierarchical self organizing map for network anomaly detection.

601 5012, 72, 1576-1590 32

Comparison of Decision-Making Strategies for Self-Optimization in Autonomic Computing Systems.
2012, 7,1-32

599 Authorship attribution using committee machines with k-nearest neighbors rated voting. 2012, 4

597  Crucial Nodes Centric Visual Monitoring and Analysis of Computer Networks. 2012, 2

A comprehensive design for decision engine in network intrusion detection and prevention system.
2012,

595 Communication and Networking. 2012, 0

A network intrusion detection system based on a Hidden Nalle Bayes multiclass classifier. Expert
Systems With Applications, 2012, 39, 13492-13500

593 Advanced Machine Learning Technologies and Applications. 2012, 6

A study of methodologies used in intrusion detection and prevention systems (IDPS). 2012,




CITATION REPORT

591  Using feature selection for intrusion detection system. 2012, 35

A Comprehensive Analysis and Study in Intrusion Detection System Using k-NN Algorithm. 2012, 143-154

589  Mining Complex Network Data for Adaptive Intrusion Detection. 2012,

An information theoretic approach for feature selection. 2012, 5, 178-185

587  New class-dependent feature transformation for intrusion detection systems. 2012, 5, 1296-1311 17

On XCSR for electronic fraud detection. 2012, 5, 139-150

An efficient intrusion detection system based on support vector machines and gradually feature

585 removal method. Expert Systems With Applications, 2012, 39, 424-430 75 212

An autonomous labeling approach to support vector machines algorithms for network traffic
anomaly detection. Expert Systems With Applications, 2012, 39, 1822-1829

3 An appraisal and design of a multi-agent system based cooperative wireless intrusion detection
593 computational intelligence technique. 2013, 26, 2105-2127

Machine learning and soft computing for ICT security: an overview of current trends. 2013, 4, 235-247

581  Efficient intrusion detection using representative instances. 2013, 39, 255-267 16

Linear Correlation-Based Feature Selection for Network Intrusion Detection Model. 2013, 240-248

579  Advances in Security of Information and Communication Networks. 2013, 2

Temporal and Spatial Analyses for Large-Scale Cyber Attacks. 2013, 559-578

An optimal control strategy with enhanced robustness for air-conditioning systems considering L
577 model and measurement uncertainties. 2013, 67, 540-550 3

Application of improved PSO-LSSVM on network threat detection. 2013, 18, 418-426

575 A novel approach for part family Formation using K-means algorithm. 2013, 1, 241-250 7

Respiratory sound classification using cepstral features and support vector machine. 2013,




(2014-2013)

573  Machine learning in lung sound analysis: A systematic review. 2013, 33, 129-135 81

Opcode sequences as representation of executables for data-mining-based unknown malware
detection. 2013, 231, 64-82

571 Improved Real-Time Discretize Network Intrusion Detection System. 2013, 99-109 7

Proceedings of Seventh International Conference on Bio-Inspired Computing: Theories and
Applications (BIC-TA 2012). 2013,

569 RT-MOVICAB-IDS: Addressing real-time intrusion detection. 2013, 29, 250-261 30

A Real Time Adaptive Intrusion Detection Alert Classifier for High Speed Networks. 2013,

6 Kappa-Fuzzy ARTMAP: A Feature Selection Based Methodology to Intrusion Detection in Computer
567 Networks. 2013, 4

Using particle swarm optimization in fuzzy association rules-based feature selection and fuzzy
ARTMAP-based attack recognition. 2013, 6, 797-811

565  Mutating network scans for the assessment of supervised classifier ensembles. 2013, 21, 630-647 6

Combining Conditional Random Fields and Background Knowledge for Improved Cyber Security.
2013, 284-287

563 A New Negative Selection Algorithm for Adaptive Network Intrusion Detection System. 2014, 8, 1-25 8

Anomaly-based intrusion detection and prevention system on website usage using rule-growth
sequential pattern analysis: Case study: Statistics of Indonesia (BPS) website. 2014,

Design of anomaly-based intrusion detection and prevention system for smart city web application

561 using rule-growth sequential pattern mining. 2014,

Generating artificial attack data for intrusion detection using machine learning. 2014,

Efficient classification mechanism for network intrusion detection system based on data mining
559 techniques: A survey. 2014,

A Large-Scale Network Data Analysis via Sparse and Low Rank Reconstruction. 2014, 2014, 1-10

557  Integration of rough sets and support vector machines for network intrusion detection. 2014, 31, 425-432 2

A new adaptive intrusion detection system based on the intersection of two different classifiers.

2014, 9, 125




CITATION REPORT

555 An Intrusion Detection Model Based on Deep Belief Networks. 2014, 121

Intrusion detection using a cascade of boosted classifiers (CBC). 2014,

553 Artificial intelligence techniques used in respiratory sound analysis--a systematic review. 2014, 59, 7-18 16

Robustness of Multiple Classifier Systems with different fusions to evasion attack. 2014,

Mining network data for intrusion detection through combining SVMs with ant colony networks.
551 2014, 37,127-140 39

A distance sum-based hybrid method for intrusion detection. 2014, 40, 178-188

549 Network Anomaly Detection: Methods, Systems and Tools. 2014, 16, 303-336 611

Cybersecurity Systems for Human Cognition Augmentation. 2014,

547 Adataset for evaluating intrusion detection systems in IEEE 802.11 wireless networks. 2014, 6

Changing the game: The art of deceiving sophisticated attackers. 2014,

545 System Call Anomaly Detection Using Multi-HMMs. 2014, 5

Moving Network Protection from Software to Hardware: An Energy Efficiency Analysis. 2014,

Machine-Learning-Based Feature Selection Techniques for Large-Scale Network Intrusion
543 Detection. 2014, 34

A Multicriterion Fuzzy Classification Method with Greedy Attribute Selection for Anomaly-based
Intrusion Detection. 2014, 34, 55-62

A comparative study of the SVM and K-nn machine learning algorithms for the diagnosis of
541 respiratory pathologies using pulmonary acoustic signals. 2014, 15, 223

Network Intrusion Detection Using Multi-Criteria PROAFTN Classification. 2014,

539 International Joint Conference SOCOM4-CISISA4-ICEUTE4. 2014, 0

A novel hybrid KPCA and SVM with GA model for intrusion detection. 2014, 18, 178-184




(2015-2014)

Review on speedup and accurate intrusion detection system by using MSPSO and data mining
537 technology. 2014,

Unsupervised Learning Model for Real-Time Anomaly Detection in Computer Networks. 2014,
E97.D, 2084-2094

535 Different approaches for the detection of SSH anomalous connections. 2015, jzv047

An Anomaly Detection Model Based on One-Class SVM to Detect Network Intrusions. 2015,

533  Network traffic classification based on improved DAG-SVM. 2015, 4

A Novel Hierarchical Detection Method for Enhancing Anomaly Detection Efficiency. 2015,

. A formal assessment of anomaly network intrusion detection methods and techniques using
53 various datasets. 2015,

Intrusion detection alert management for high-speed networks: current researches and
applications. 2015, 8, 4362-4372

529 Intraclass and interclass correlation coefficient-based feature selection in NIDS dataset. 2015, 8, 3441-3458 3

Evaluating Performance of Intrusion Detection System using Support Vector Machines: Review.
2015, 9, 225-234

5 Detecting Cyber-Attacks on Wireless Mobile Networks Using Multicriterion Fuzzy Classifier with
527 Genetic Attribute Selection. 201 5,2015,1-13 3

A new hierarchical intrusion detection system based on a binary tree of classifiers. 2015, 23, 31-57

525 Evolving decision trees to detect anomalies in recurrent ICS networks. 2015, 3

A Hybrid Method for Intrusion Detection. 2015,

523 Detection of SSH Brute Force Attacks Using Aggregated Netflow Data. 2015, 14

Survey of Uses of Evolutionary Computation Algorithms and Swarm Intelligence for Network
Intrusion Detection. 2015, 14, 1550025

521 Detecting network intrusion using Probabilistic Neural Network. 2015, 2

SIM in light of big data. 2015,




CITATION REPORT

519 The energy cost of network security: A hardware vs. software comparison. 2015, 1

Unsupervised Feature Selection Method for Intrusion Detection System. 2015,

517  Improving multi-modal data fusion by anomaly detection. 2015, 39, 139-154 16

CANN: An intrusion detection system based on combining cluster centers and nearest neighbors.
2015, 78, 13-21

515 Network defense: Approaches, methods and techniques. 2015, 57, 71-84 15

An artificial bioindicator system for network intrusion detection. 2015, 21, 93-118

=5 Learning a new distance metric to improve an SVM-clustering based intrusion detection system. :
2015,

Intelligent Mechanisms for Network Configuration and Security. 2015,

511 Evolving statistical rulesets for network intrusion detection. 2015, 33, 348-359 38

Clustering extension of MOVICAB-IDS to identify SNMP community searches. 2015, 23, 121-140

509 A holistic smart home demonstrator for anomaly detection and response. 2015, 6

Artificial intelligence in network intrusion detection. 2015,

° Improving intrusion detection using a novel normalization method along with the use of harmony
597 search algorithm for feature selection. 2015,

A New Intrusion Detection Approach Using PSO based Multiple Criteria Linear Programming. 2015,
55, 231-237

A kernel based Atanassov's intuitionistic fuzzy clustering for network forensics and intrusion
595 detection. 2015,

Evaluating model drift in machine learning algorithms. 2015,

503 Survey on Anomaly Detection using Data Mining Techniques. 2015, 60, 708-713 255

Providing SIEM systems with self-adaptation. 2015, 21, 145-158




(2016-2015)

so1 Predictive Rule Discovery for Network Intrusion Detection. 2015, 287-298 5

A novel SVM by combining kernel principal component analysis and improved chaotic particle
swarm optimization for intrusion detection. 2015, 19, 1187-1199

499 Web Service Intrusion Detection Using a Probabilistic Framework. 2015, 161-166 3

Intelligent Distributed Computing. 2015,

Anomaly-based network intrusion detection through assessing feature association impact scale. 5
197 2016, 8, 241

Evaluation of Kernel Based Atanassov's Intuitionistic Fuzzy Clustering for Network Forensics and
Intrusion Detection. 2016, 4, 1-15

A Hybrid Spectral Clustering and Deep Neural Network Ensemble Algorithm for Intrusion Detection

495 in sensor Networks. 2016, 16, 112

Intrusion Detection System Using Deep Neural Network for In-Vehicle Network Security. 2016, 11, e0155781

493 A meta-heuristic approach for developing PROAFTN with decision tree. 2016,

Fundamentals of Network Forensics. 2016,

491 Network Forensic Analysis. 2016, 107-129

Performance Evaluation of Intrusion Detection System Using Anomaly and Signature Based
Algorithms to Reduction False Alarm Rate and Detect Unknown Attacks. 2016,

489 Feasibility of Supervised Machine Learning for Cloud Security. 2016, 30

Machine learning techniques for web intrusion detection [A comparison. 2016,

3 A two-tier network based intrusion detection system architecture using machine learning L
407 approach. 2016, ©

Distributed-Intrusion Detection System Using Combination of Ant Colony Optimization (ACO) and
Support Vector Machine (SVM). 2016,

485 .2016, 2

Initiating a Moving Target Network Defense with a Real-time Neuro-evolutionary Detector. 2016,




CITATION REPORT

483  Balancing Delays and Energy Consumption in IPS-Enabled Networks. 2016,

Securing VANET by Preventing Attacker Node Using Watchdog and Bayesian Network Theory. 2016
, 79, 649-656

481 The Development and Evaluation of a Dataset for Testing of IDS for Wireless Networks. 2016, 14, 404-410 4

A Neural Network Ensemble Classifier for Effective Intrusion Detection Using Fuzzy Clustering and
Radial Basis Function Networks. 2016, 25, 1550033

An effective intrusion detection framework based on MCLP/SVM optimized by time-varying chaos

479 particle swarm optimization. 2016, 199, 90-102 126

Modeling Decisions for Artificial Intelligence. 2016,

477 Intrusion detection system: Classification and techniques. 2016, 6

Machine Learning Combining with Visualization for Intrusion Detection: A Survey. 2016, 239-249

475 AnEvolutionary General Regression Neural Network Classifier for Intrusion Detection. 2016, 6

IPS-based reduction of network energy consumption. 2016, 24, 982-995

473  Information Flow Audit for PaaS Clouds. 2016, 16

Unsupervised network anomaly detection based on abnormality weights and subspace clustering.
2016,

Behaviour-Based Attack Detection and Classification in Cyber Physical Systems Using Machine
471 i 27
Learning. 2016,

A two-level hybrid approach for intrusion detection. 2016, 214, 391-400

6 A method of network workload generation for evaluation of intrusion detection systems in SDN
499 environment. 2016, 3

Integrating learning styles and adaptive e-learning system: Current developments, problems and
opportunities. 2016, 55, 1185-1193

6 A feature selection approach to find optimal feature subsets for the network intrusion detection
497 system. 2016, 19, 325-333

Building an Intrusion Detection System Using a Filter-Based Feature Selection Algorithm. 2016, 65, 2986-2998 286

10



(2017-2016)

465 Data Randomization and Cluster-Based Partitioning for Botnet Intrusion Detection. 2016, 46, 1796-806 71

TargetVue: Visual Analysis of Anomalous User Behaviors in Online Communication Systems. 2016,
22,280-9

463 A Metric for Ranking the Classifiers for Evaluation of Intrusion Detection System. 2016, 459-467

Flower Pollination Algorithm with Bee Pollinator for cluster analysis. 2016, 116, 1-14

Variational learning of hierarchical infinite generalized Dirichlet mixture models and applications.

461 5016, 20, 979-990

11

An effective combining classifier approach using tree algorithms for network intrusion detection.
2017, 28, 1051-1058

459 .2017,66,163-177 47

Development of Rough Set [Hypergraph Technique for Key Feature Identification in Intrusion
Detection Systems. 2017, 59, 189-200

457 Contextual information fusion for intrusion detection: a survey and taxonomy. 2017, 52, 563-619 24

Fast-CBUS: A fast clustering-based undersampling method for addressing the class imbalance
problem. 2017, 243, 88-102

455 DDosS Attack Detection and Mitigation Using SDN: Methods, Practices, and Solutions. 2017, 42, 425-441 147

Building Accurate and Practical Recommender System Algorithms Using Machine Learning
Classifier and Collaborative Filtering. 2017, 42, 3229-3247

453 Toward intrusion detection using belief decision trees for big data. 2017, 53, 671-698 8

A multiclass cascade of artificial neural network for network intrusion detection. 2017, 32, 2875-2883

451 Using deep learning to detect network intrusions and malware in autonomous robots. 2017, 2

A GA-LR wrapper approach for feature selection in network intrusion detection. 2017, 70, 255-277

449 Flow-based intrusion detection: Techniques and challenges. 2017, 70, 238-254 87

Top 10 data mining techniques in business applications: a brief survey. 2017, 46, 1158-1170

11



CITATION REPORT

447 Open setintrusion recognition for fine-grained attack categorization. 2017, 9

A multi-class classification MCLP model with particle swarm optimization for network intrusion
detection. 2017, 42, 631-640

Ramp loss K-Support Vector Classification-Regression; a robust and sparse multi-class approach to 6
445 theintrusion detection problem. 2017, 126, 113-126 4

A Survey of Stealth Malware Attacks, Mitigation Measures, and Steps Toward Autonomous Open
World Solutions. 2017, 19, 1145-1172

A semi-supervised intrusion detection system using active learning SVM and fuzzy c-means L
443 clustering. 2017, 7

441 Toward a reliable anomaly-based intrusion detection in real-world environments. 2017, 127, 200-216 63

An effective intrusion detection framework based on SVM with feature augmentation. 2017, 136, 130-139

439 A Cooperative Abnormal Behavior Detection Framework Based on Big Data Analytics. 2017, 192-206 2

Network Traffic Anomaly Detection Techniques and Systems. 2017, 115-169

437 Machine Learning for Anomaly Detection and Categorization in Multi-Cloud Environments. 2017, 32

Identifying Suspicious User Behavior with Neural Networks. 2017,

435 Network Anomaly Detection with Stochastically Improved Autoencoder Based Models. 2017, 53

Improving Security in Coalition Tactical Environments Using an SDN Approach. 2017, 273-298

433 Intrusion detection in computer networks via machine learning algorithms. 2017, 7

Practical Machine Learning for Cloud Intrusion Detection. 2017,

431 Automatic Feature Construction for Network Intrusion Detection. 2017, 569-580 2

A stochastic data discrimination based autoencoder approach for network anomaly detection. 2017

]

12



(2017-2017)

An efficient intrusion detection system based on hypergraph - Genetic algorithm for parameter

429 optimization and feature selection in support vector machine. 2017, 134, 1-12 115

Advances in Big Data. 2017,

427  Attribute Learning for Network Intrusion Detection. 2017, 39-49 3

Design of an intrusion detection system based on distance feature using ensemble classifier. 2017,

425 User-profile-based analytics for detecting cloud security breaches. 2017, 2

Phishing classification models: Issues and perspectives. 2017,

423 Modeling and learning incident prioritization. 2017, 0

Incremental Open Set Intrusion Recognition Using Extreme Value Machine. 2017,

421 AStudy on Intrusion Detection Using Centroid-Based Classification. 2017, 124, 672-681 9

Detection of distributed denial of service attacks using machine learning algorithms in software
defined networks. 2017,

419 Intrusion detection in computer networks using hybrid machine learning techniques. 2017, 6

Research on abnormal traffic classification of web camera based on supervised learning and semi
[Bupervised learning. 2017,

- A novel technique for converting nominal attributes to numeric attributes for intrusion detection. 5
2017,

KP-S: A Spark-Based Design of the K-Prototypes Clustering for Big Data. 2017,

415 AnIntrusion Detection Model Based on Deep Belief Network. 2017, 16

Learning mechanisms for anomaly-based intruson detection: Updated review. 2017,

413  Cyber-attack detection and accommodation algorithm for energy delivery systems. 2017, 11

L



CITATION REPORT

Toward Bulk Synchronous Parallel-Based Machine Learning Techniques for Anomaly Detection in

411 High-Speed Big Data Networks. 2017, 9, 197 13

Uses and misuses of Bayesltule and Bayesian classifiers in cybersecurity. 2017,

409 Can human experts predict solubility better than computers?. 2017, 9, 63 26

A spatial correlation-based hybrid method for intrusion detection. 2017,

A self-organising multi-agent system for decentralised forensic investigations. Expert Systems With 3
407 Applications, 2018, 102, 12-26 7 4

An intrusion detection system based on combining probability predictions of a tree of classifiers.
2018, 31, e3547

405 Information Management and Big Data. 2018, fe)

Intrusion detection taxonomy and data preprocessing mechanisms. 2018, 34, 1369-1383

An Effective Two-Step Intrusion Detection Approach Based on Binary Classification and $k$ -NN.
493 2018, 6, 12060-12073 53

A P2P Botnet detection scheme based on decision tree and adaptive multilayer neural networks.
2018, 29, 991-1004

401 Z-Glyph: Visualizing outliers in multivariate data. 2018, 17, 22-40 21

An IWD-based feature selection method for intrusion detection system. 2018, 22, 4407-4416

399 Advances in Human Factors in Cybersecurity. 2018, 2

An effective computational technique for taxonomic position of security vulnerability in software
development. 2018, 25, 388-396

397 Information Innovation Technology in Smart Cities. 2018, 2

Securing Smart Cities Big Data Challenge. 2018, 183-197

395 Intrusion Detection via Multilayer Perceptron using a Low Power Device. 2018, 0

Intrusion Detection via MLP Neural Network Using an Arduino Embedded System. 2018,

14



(2018-2018)

393 Bayesian Optimization with Machine Learning Algorithms Towards Anomaly Detection. 2018, 30

391 Using LSTM Cells for SIP Dialogs Mapping and Security Analysis. 2018, 2

Intrusion detection systems for loT-based smart environments: a survey. 2018, 7,

389  Analysis of Machine Learning Techniques for Anomaly Detection in the Internet of Things. 2018, 5

The Use of Artificial Neural Networks in Network Intrusion Detection: A Systematic Review. 2018,

3 A Hierarchical Intrusion Detection System using Support Vector Machine for SDN Network in Cloud
3°7  Data Center. 2018, 7

Intrusion Detection Systems with GPU-Accelerated Deep Neural Networks and Effect of the Depth.
2018,

385  Detection of DDoS Attacks in Software Defined Networks. 2018, 9

DRLgencert: Deep Learning-Based Automated Testing of Certificate Verification in SSL/TLS
Implementations. 2018,

383  AStudy on the Integration of Machine Learning in Wireless Communication. 2018, 1

Fuzzy ARTMAP Neural Network IDS Evaluation applied for real IEEE 802.11w data base. 2018,

A Hybrid Sampling Method Based on Safe Screening for Imbalanced Datasets with Sparse
Structure. 2018,

Adversarial Examples Against the Deep Learning Based Network Intrusion Detection Systems. 2018

1

Benchmarking datasets for Anomaly-based Network Intrusion Detection: KDD CUP 99 alternatives.

379 2018, 28

Extreme Gradient Boosting Based Tuning for Classification in Intrusion Detection Systems. 2018, 372-380

377 Enabling Anomaly-based Intrusion Detection Through Model Generalization. 2018, 5

Detecting and Handling Cyber-Attacks in Model Predictive Control of Chemical Processes. 2018, 6, 173

1y



CITATION REPORT

375  ACloser Look at Intrusion Detection System for Web Applications. 2018, 2018, 1-27 17

A Collaborative Intrusion Detection Model using a novel optimal weight strategy based on Genetic
Algorithm for Ensemble Classifier. 2018,

A Novel Intrusion Detection Model for a Massive Network Using Convolutional Neural Networks.
373 2018, 6, 50850-50859

Deep Learning Based Latent Feature Extraction for Intrusion Detection. 2018,

371 Statistical Analysis Driven Optimized Deep Learning System for Intrusion Detection. 2018, 759-769 24

Deep Learning Approach Combining Sparse Autoencoder With SVM for Network Intrusion
Detection. 2018, 6, 52843-52856

369 Exploring ensemble classifiers for detecting attacks in the smart grids. 2018, 1

A Survey of Random Forest Based Methods for Intrusion Detection Systems. 2018, 51, 1-36

367 Probabilistically Inferring Attack Ramifications Using Temporal Dependence Network. 2018, 13,2913-2928 1

Data Fusion for Network Intrusion Detection: A Review. 2018, 2018, 1-16

365 Encyclopedia of Social Network Analysis and Mining. 2018, 1-1

Towards Effective Network Intrusion Detection: A Hybrid Model Integrating Gini Index and GBDT
with PSO. 2018, 2018, 1-9

6 A comprehensive survey on machine learning for networking: evolution, applications and research
393 opportunities. 2018, 9, 332

One-Class Classification of Low Volume DoS Attacks with Genetic Programming. 2018, 149-168

361  Evaluation of machine learning techniques for network intrusion detection. 2018, 26

On the effectiveness of machine and deep learning for cyber security. 2018,

A Survey of Anomaly Detection in Industrial Wireless Sensor Networks with Critical Water System
359 Infrastructure as a Case Study. 2018, 18,

Trust Assessment for Internet of Things in Multi-access Edge Computing. 2018,

16



(2019-2018)

357  Traffic prediction based on machine learning for elastic optical networks. 2018, 30, 33-39 19

Areliable and energy-efficient classifier combination scheme for intrusion detection in embedded
systems. 2018, 78, 16-32

355 Poisoning Machine Learning Based Wireless IDSs via Stealing Learning Model. 2018, 261-273 2

Intrusion detection system using deep learning for in-vehicle security. 2019, 95, 101974

353 Afocus on future cloud: machine learning-based cloud security. 2019, 13, 237-249 7

Generative Adversarial Networks For Launching and Thwarting Adversarial Attacks on Network
Intrusion Detection Systems. 2019,

351 Effectiveness of Machine Learning Based Intrusion Detection Systems. 2019, 277-288 6

A Data-Driven Network Intrusion Detection Model Based on Host Clustering and Integrated
Learning: A Case Study on Botnet Detection. 2019, 102-116

349 Intrusion detection system based on improved abc algorithm with tabu search. 2019, 14, 1652-1660 4

.2019, 7,91992-92008

Novel Image Processing Method for Detecting Strep Throat (Streptococcal Pharyngitis) Using

347 Smartphone. 2019, 19, 10

. 2019, 6, 9042-9053

345 Generating a Real-Time Constraint Engine for Network Protocols. 2019, 44-60

Applications and Techniques in Information Security. 2019,

s ADQuaTe: An Automated Data Quality Test Approach for Constraint Discovery and Fault Detection. A
2019,

TCMD: A Two-Tier Classification Model for Anomaly-Based Detection in loT. 2019,

341 Deep Neural Networks for Network Routing. 2019, 7

A trust management framework for clouds. 2019, 144, 124-131

L7



339

337

335

333

Ee

327

e

SED

CITATION REPORT

A novel approach to intrusion detection using SVM ensemble with feature augmentation. 2019, 86, 53-62 52

A review of scientific research in defensive cyberspace operation tools and technologies. 2019, 3, 1-46

A systems and control perspective of CPS security. 2019, 47, 394-411 122

Unsupervised Machine Learning for Networking: Techniques, Applications and Research
Challenges. 2019, 7, 65579-65615

Clustering Enabled Classification using Ensemble Feature Selection for Intrusion Detection. 2019, 10

Autoencoder-Based on Anomaly Detection with Intrusion Scoring for Smart Factory Environments.
2019, 414-423

Deep Radial Intelligence with Cumulative Incarnation approach for detecting Denial of Service

attacks. 2019, 340, 294-308 20

SDN-Based Intrusion Detection System for Early Detection and Mitigation of DDoS Attacks. 2019,
10, 106

Hearing attacks in network data: An effectiveness study. 2019, 83, 367-388 5

.2019, 7,30373-30385

A Machine Learning Approach for Web Intrusion Detection: MAMLS Perspective. 2019, 119-133 5

Phishing classification models: issues and perspectives. 2019, 1, 219

Detecting Selected Network Covert Channels Using Machine Learning. 2019, 2

An Interactive Data Quality Test Approach for Constraint Discovery and Fault Detection. 2019,

Worth the Wait? Time Window Feature Optimization for Attack Classification. 2019,

A Novel Multimodal-Sequential Approach Based on Multi-View Features for Network Intrusion
Detection. 2019, 7, 183207-183221

Recent Advances in Machine Learning-based Anomaly Detection for Industrial Control Networks.
2019,

Analysis and Prediction of Data Transfer Throughput for Data-Intensive Workloads. 2019,

18



(2019-2019)

Survey on Classification Techniques Applied to Intrusion Detection System and its Comparative

321 Analysis. 2019,

Development of an Efficient Network Intrusion Detection Model Using Extreme Gradient Boosting
(XGBoost) on the UNSW-NB15 Dataset. 2019,

319 A Network Intrusion Detection Approach Using Variant of Convolution Neural Network. 2019, 8

A Survey of Intrusion Detection Techniques. 2019,

317 Deep Feature Extraction in Intrusion Detection System. 2019, 2

EEG-Based Emotion Recognition with Combined Deep Neural Networks using Decomposed Feature
Clustering Model. 2019,

315 Anomaly Detection Using Pattern-of-Life Visual Metaphors. 2019, 7, 154018-154034 fe)

HLMCC: A Hybrid Learning Anomaly Detection Model for Unlabeled Data in Internet of Things.
2019, 7, 179492-179504

. EEG-Based Multi-Modal Emotion Recognition using Bag of Deep Features: An Optimal Feature
313 selection Approach. 2019, 19, 33

Anomaly-based Intrusion Detection Using Auto-encoder. 2019,

311 Comparison of Classification Algorithms on ICMPv6-Based DDoS Attacks Detection. 2019, 347-357 14

Intrusion Detection and Risk Evaluation in Online Transactions Using Partitioning Methods. 2019, 190-200

309 Anomaly Detection by Using CFS Subset and Neural Network with WEKA Tools. 2019, 675-682 12

A Highly Efficient Intrusion Detection Method Based on Hierarchical Extreme Learning Machine.
2019, 317-326

307 STiMR k-Means: An Efficient Clustering Method for Big Data. 2019, 33, 1950013 7

Deception-Enhanced Threat Sensing for Resilient Intrusion Detection. 2019, 147-165

305 One-pass MapReduce-based clustering method for mixed large scale data. 2019, 52, 619-636 11

Survey on SDN based network intrusion detection system using machine learning approaches. 2019

, 12,493-501

19



CITATION REPORT

° Real-time anomaly detection using parallelized intrusion detection architecture for streaming data.
393 2020, 32,5013

Proceedings of the Tenth International Conference on Soft Computing and Pattern Recognition
(SoCPaR 2018). 2020,

Application of deep reinforcement learning to intrusion detection for supervised problems. Expert

301 Systems With Applications, 2020, 141, 112963

An efficient intrusion detection technique based on support vector machine and improved binary
gravitational search algorithm. 2020, 53, 3255-3286

299  An FPA and GA-based hybrid evolutionary algorithm for analyzing clusters. 2020, 62, 1701-1722 5

Securing Internet of Things (IoT) with machine learning. 2020, 33, e4169

297 Performance evaluation of unsupervised techniques in cyber-attack anomaly detection. 2020, 11, 4477-4489 14

Ambient Intelligence Software and Applications [1Oth International Symposium on Ambient
Intelligence. 2020,

295 A -SNE based non linear dimension reduction for network intrusion detection. 2020, 12, 125-134 5

Analysis of Support Vector Machine-based Intrusion Detection Techniques. 2020, 45, 2371-2383

293  ASurvey on the Use of Data Points in IDS Research. 2020, 329-337 1

Functional Prototype for Intrusion Detection System Oriented to Intelligent IoT Models. 2020, 179-186

291  Transfer Naive Bayes algorithm with group probabilities. 2020, 50, 61-73 8

An efficient reinforcement learning-based Botnet detection approach. 2020, 150, 102479

289 Enhancing network intrusion detection classifiers using supervised adversarial training. 2020, 76, 6690-6719 8

DeMETER in clouds: detection of malicious external thread execution in runtime with machine
learning in PaasS clouds. 2020, 23, 2565-2578

Statistical and probabilistic analysis of interarrival and waiting times of Internet2 anomalies. 2020,

287 59 727744 4

Phase prediction in high entropy alloys with a rational selection of materials descriptors and

machine learning models. 2020, 185, 528-539

20



(2020-2020)

A Novel SVM Based IDS for Distributed Denial of Sleep Strike in Wireless Sensor Networks. 2020,

285 111,1999-2022 17

Intrusion Detection Over Encrypted Network Data. 2020, 63, 604-619

283 A Hybrid Approach for Intrusion Detection System. 2020, 391-403 o)

Crow-AFL: Crow Based Adaptive Fractional Lion Optimization Approach for the Intrusion Detection.
2020, 111, 2065-2089

281 A Stacking Ensemble for Anomaly Based Client-Specific Face Spoofing Detection. 2020, 4

A Mean Convolutional Layer for Intrusion Detection System. 2020, 2020, 1-16

279  Security of Cyber-Physical Systems. 2020, 5

Intrusion detection systems: A Comparison of soft computing techniques. 2020, 1478, 012013

277  Comprehensive Review of Cybercrime Detection Techniques. 2020, 8, 137293-137311 20

Deep learning methods in network intrusion detection: A survey and an objective comparison. 2020
, 169, 102767

275  Artificial Intelligence for Cybersecurity: A Systematic Mapping of Literature. 2020, 8, 146598-146612 10

Iterative Per Group Feature Selection For Intrusion Detection. 2020,

ICMPv6-Based DoS and DDoS Attacks Detection Using Machine Learning Techniques, Open
273 Challenges, and Blockchain Applicability: A Review. 2020, 8, 170529-170547

An Approach to Feature Selection in Intrusion Detection Systems Using Machine Learning
Algorithms. 2020, 16, 48-58

. A Reliable Semi-Supervised Intrusion Detection Model: One Year of Network Traffic Anomalies. 5
2020,

A Survey of Machine and Deep Learning Methods for Internet of Things (IoT) Security. 2020, 22, 1646-1685

269 TIDCS: A Dynamic Intrusion Detection and Classification System Based Feature Selection. 2020, 8, 95864-9587714

A stacked ensemble learning model for intrusion detection in wireless network. 2020, 1

21



267

261

255

25

255

=50

251

CITATION REPORT

Particle swarm optimization and feature selection for intrusion detection system. 2020, 45, 1 12

Security in Computing and Communications. 2020,

Network intrusion detection based on deep learning model optimized with rule-based hybrid L
feature selection. 2020, 29, 267-283 7

IntruDTree: A Machine Learning Based Cyber Security Intrusion Detection Model. 2020, 12, 754

Hybrid Machine Learning for Network Anomaly Intrusion Detection. 2020, 7

CAAVI-RICS model for observing the security of distributed loT and edge computing systems. 2020,
105, 102125

A network intrusion detection system based on convolutional neural network. 2020, 38, 7623-7637 18

Fast Binary Network Intrusion Detection based on Matched Filter Optimization. 2020,

Machine learning prediction of mechanical properties of concrete: Critical review. 2020, 260, 119889 86

A Survey on Machine Learning Approaches and Its Techniques:. 2020,

RCAnalyzer: visual analytics of rare categories in dynamic networks. 2020, 21, 491-506 5

A Multi-Tier Streaming Analytics Model of 0-Day Ransomware Detection Using Machine Learning.
2020, 10, 3210

Anomaly-Based Intrusion Detection System. 2020, 9

A Study of Ensemble Methods for Cyber Security. 2020,

Augmented patient-specific functional medical imaging by implicit manifold learning. 2020, 36, e3325

New-flow based DDoS attacks in SDN: Taxonomy, rationales, and research challenges. 2020, 154, 509-527

Monitoring Pneumatic Actuators(Behavior Using Real-World Data Set. 2020, 1, 1 1

Boosting algorithms for network intrusion detection: A comparative evaluation of Real AdaBoost,

Gentle AdaBoost and Modest AdaBoost. 2020, 94, 103770

22



(2021-2020)

249 Service Selection Using Multi-criteria Decision Making: A Comprehensive Overview. 2020, 28, 1639-1693 9

An Innovative Multi-Model Neural Network Approach for Feature Selection in Emotion Recognition
Using Deep Feature Clustering. 2020, 20,

247 A comprehensive survey of data mining. 2020, 12, 1243-1257 23

A review on statistical approaches for anomaly detection in DDoS attacks. 2020, 29, 118-133

245 Harnessing Artificial Intelligence Capabilities to Improve Cybersecurity. 2020, 8, 23817-23837 50

DDoS Attack Detection Method Based on Improved KNN With the Degree of DDoS Attack in
Software-Defined Networks. 2020, 8, 5039-5048

243 Acyber-secure control-detector architecture for nonlinear processes. 2020, 66, e16907 12

Adversarial machine learning for cybersecurity and computer vision: Current developments and
challenges. 2020, 12, e1511

241 A NSGA2-LR wrapper approach for feature selection in network intrusion detection. 2020, 172, 107183 23

Machine learning based solutions for security of Internet of Things (IoT): A survey. 2020, 161, 102630

239 A Novel Ensemble Framework Based on K-Means and Resampling for Imbalanced Data. 2020, 10, 1684 2

Distributed Denial of Service (DDoS) Attacks Detection System for OpenStack-based Private Cloud.
2020, 167, 2297-2307

237  Machine Learning for Networking. 2020, 1

GMM with parameters initialization based on SVD for network threat detection. 2021, 40, 477-490

235 Computational method to prove efficacy of datasets. 2021, 42, 211-233 2

Analysis of intrusion detection in cyber attacks using DEEP learning neural networks. 2021, 14, 2565-2584

233 Multi-Stage Optimized Machine Learning Framework for Network Intrusion Detection. 2021, 18, 1803-1816 40

Gradient Boosting Feature Selection With Machine Learning Classifiers for Intrusion Detection on

Power Grids. 2021, 18, 1104-1116

=



CITATION REPORT

231 RNNIDS: Enhancing network intrusion detection systems through deep learning. 2021, 102, 102151 13

An effective intrusion detection approach using SVM with nalle Bayes feature embedding. 2021,
103, 102158

229 RDP-based Lateral Movement detection using Machine Learning. 2021, 165, 9-19 2

Design of a Machine Learning-Based Self-driving Car. 2021, 139-151

Machine Learning Intrusion Detection in Big Data Era: A Multi-Objective Approach for Longer

227 Model Lifespans. 2021, 8, 366-376 7

A Comprehensive Study of Cyber Security Attacks, Classification, and Countermeasures in the
Internet of Things. 2021, 63-90

225  ASurvey of Network Intrusion Detection Using Machine Learning Techniques. 2021, 81-122

An Analytical Evaluation of a Deep Learning Model to Detect Network Intrusion. 2021, 129-140

Self-Organizing Map assisted Deep Autoencoding Gaussian Mixture Model for Intrusion Detection.

223 2021,

DDoS Attacks and Defense Mechanisms Using Machine Learning Techniques for SDN. 2021, 248-264

Advances Toward the Next Generation Fire Detection: Deep LSTM Variational Autoencoder for

221 |mproved Sensitivity and Reliability. 2021, 9, 30636-30653 3

Encyclopedia of Cryptography, Security and Privacy. 2021, 1-5

Semi-Skipping Layered Gated Unit and Efficient Network: Hybrid Deep Feature Selection Method

219 for Edge Computing in EEG-Based Emotion Classification. 2021, 9, 13378-13389

An intrusion detection system using optimized deep neural network architecture. 2021, 32, e4221

217 Norm ball classifier for one-class classification. 2021, 303, 433-482 1

1D CNN for Feature Reconstruction on Network Threat Detection. 2021,

215 Renewal model for anomalous trafficin Internet2 links. 1471082X1998314 1

Balancing Approaches towards ML for IDS: A Survey for the CSE-CIC IDS Dataset. 2021,

24



(2021-2021)

A Security Log Analysis Scheme Using Deep Learning Algorithm for IDSs in Social Network. 2021,

213 2021,1-13

An intelligent flow-based and signature-based IDS for SDNs using ensemble feature selection and a
multi-layer machine learning-based classifier. 2021, 40, 4237-4256

Analysis of Machine Learning Techniques for Detection System for Web Applications Using Data

21T Mining. 2021, 1099, 012034

A Novel Approach based on Lightweight Deep Neural Network for Network Intrusion Detection.
2021,

Software tools communication process models for Modbus TCP/RTU for diagnostics using machine

209 learning approaches. 2021, 1069, 012033

Deep learning for the next generation (highly sensitive and reliable) ECLSS fire monitoring and
detection system. 2021,

Visualization and Mapping of Knowledge and Science Landscapes in Expert Systems With

207 applications Journal: A 30 YearsBibliometric Analysis. 2021, 11, 215824402110275

Regression analysis for network intrusion detection. 2021,

Design of intrusion detection systems on the internet of things infrastructure using machine

205 learning algorithms. 2021,

Improving Radioactive Material Localization by Leveraging Cyber-Security Model Optimizations.
2021, 21, 9994-10006

Prediction of PCR amplification from primer and template sequences using recurrent neural

203 network. 2021, 11, 7493 4

Deep learning inspired routing in ICN using Monte Carlo Tree Search algorithm. 2021, 150, 104-111

Al inspired EEG-based spatial feature selection method using multivariate empirical mode

201 decomposition for emotion classification. 2021, 1-14 5

Improving K-means clustering based on firefly algorithm. 2021, 1897, 012004

Intrusion detection in cyber-physical systems using a generic and domain specific deep

199 autoencoder model. 2021, 91, 107044 11

Vulnerability retrospection of security solutions for software-defined CyberBhysical System
against DDoS and loT-DDoS attacks. 2021, 40, 100371

197 ODBOT: Outlier detection-based oversampling technique for imbalanced datasets learning. 1 5

25



CITATION REPORT

o An Efficient and Lightweight Approach for Intrusion Detection based on Knowledge Distillation.
2021,

Obfuscated Tor Traffic Identification Based on Sliding Window. 2021, 2021, 1-11

193 A Stacking Ensemble Learning Approach for Intrusion Detection System. 1329-1341

A comprehensive review and analysis of supervised-learning and soft computing techniques for
stress diagnosis in humans. 2021, 134, 104450

191 Quality monitoring in multistage manufacturing systems by using machine learning techniques. 1 o)

Machine Learning Approaches for Anomaly Detection in 1oT: An Overview and Future Research
Directions. 1

189 AIRP: A system-based selection of adaptive intrusion recognition and prevention. 2021, 23, 101640 1

Noninvasive Low-cost Method to Identify Armadillos’ Burrows: A Machine Learning Approach.

A new approach to combine multiplex networks and time series attributes: Building intrusion

187 detection systems (IDS) in cybersecurity. 2021, 150, 111143 3

Crook-sourced intrusion detection as a service. 2021, 61, 102880

185 loT Intrusion Detection Taxonomy, Reference Architecture, and Analyses. 2021, 21, 11

Network Threat Detection Based on Group CNN for Privacy Protection. 2021, 2021, 1-18

183  iNet: visual analysis of irregular transition in multivariate dynamic networks. 2022, 16, 1 fe)

GAN augmentation to deal with imbalance in imaging-based intrusion detection. 2021, 123, 108-127

DIGFuPAS: Deceive IDS with GAN and function-preserving on adversarial samples in SDN-enabled

181 atworks. 2021, 109, 102367 5

Renewal model for anomalous traffic in Internet2 links. 1471082X2098314

179 Athree-tiered intrusion detection system for industrial control systems. 2021, 7, 3

Towards Real-Time Deep Learning-Based Network Intrusion Detection on FPGA. 2021, 133-150

26



(2020-2021)

177  PSubCLUS: A Parallel Subspace Clustering Algorithm Based On Spark. 2021, 9, 2535-2544 fe)

175 Model of Improved a Kernel Fast Learning Network Based on Intrusion Detection System. 2019, 146-157 o)

Enhancing Network Security Via Machine Learning: Opportunities and Challenges. 2020, 165-189

173  Learning Based Anomaly Detection in Critical Cyber-Physical Systems. 2020, 107-130 8

Network Anomaly Detection Using Federated Deep Autoencoding Gaussian Mixture Model. 2020, 1-14

171 A Better Infected Hosts Detection Combining Ensemble Learning and Threat Intelligence. 2020, 354-365 fe)

Classification of SSH Anomalous Connections. 2014, 479-488

An Evolutionary Improvement of the Mahalanobis Taguchi Strategy and Its Application to

169 Intrusion Detection. 2014, 16-30

Optimizing Network Energy Consumption through Intrusion Prevention Systems. 2014, 505-515

167  Anomalous Web Payload Detection: Evaluating the Resilience of 1-Grams Based Classifiers. 2015, 195-200 3

Anomaly Based Intrusion Detection through Temporal Classification. 2014, 612-619

165 Learning to Detect Network Intrusion from a Few Labeled Events and Background Traffic. 2015, 73-86 1

An Anomaly Detection Model for Network Intrusions Using One-Class SVM and Scaling Strategy.
2016, 267-278

DAREnsemble: Decision Tree and Rule Learner Based Ensemble for Network Intrusion Detection

163 gyctem. 2016, 185-193

12

Hybrid Intelligent Intrusion Detection Scheme. 2011, 293-303

A deep learning approach for effective intrusion detection in wireless networks using CNN. 2020,

161 54 17265-17278 33

A Frontier: Dependable, Reliable and Secure Machine Learning for Network/System Management.

2020, 28, 827-849

27



CITATION REPORT

L An effect of chaos grasshopper optimization algorithm for protection of network infrastructure. °
59 2020, 176, 107251 2

Artificial Neural Network Models for Intrusion Detection. 2010, 1-12

157 Improving intrusion detectors by crook-sourcing. 2019, 4

A Clustering Approach for Intrusion Detection with Big Data Processing on Parallel Computing
Platform. 286-293

INTRUSION DETECTION SYSTEM BASED ON COMBINED SUPPORT VECTOR MACHINE WITH ANT
155 COLONY OPTIMIZATION. 2017, 11, 30

Cyber Secure Man-in-the-Middle Attack Intrusion Detection Using Machine Learning Algorithms.
2020, 291-316

153 DDoS Attacks and Defense Mechanisms Using Machine Learning Techniques for SDN. 2020, 193-214 5

A Feature Selection Approach for Network Intrusion Classification. 2013, 3, 51-59

The Use of Multi-Objective Genetic Algorithm Based Approach to Create Ensemble of ANN for

15T |ntrusion Detection. 201 2,02,115-127

12

Basic Tenets of Classification Algorithms K-Nearest-Neighbor, Support Vector Machine, Random
Forest and Neural Network: A Review. 2020, 08, 341-357

149 Tanimoto Based Similarity Measure for Intrusion Detection System. 2011, 02, 195-201 4

A Review of Anomaly Detection Techniques and Distributed Denial of Service (DDoS) on Software
Defined Network (SDN). 2018, 8, 2724-2730

L The Hybrid Similar Neighborhood Robust Factorization Machine Model for Can Bus Intrusion
47 Detection in the In-Vehicle Network. 2021, 1-9 3

A Novel Intrusion Detection Method Based on Lightweight Neural Network for Internet of Things.
2021, 1-1

L Maximum correlation based mutual information scheme for intrusion detection in the data 3
45 networks. Expert Systems With Applications, 2022, 189, 116089 /-

Testing Ensembles for Intrusion Detection: On the Identification of Mutated Network Scans. 2011, 109-117

143 AIWAS. 2012, 3, 73-91

Design of Adaptive IDS with Regulated Retraining Approach. 2012, 590-600

28



(2020-2013)

141  Clustering for Intrusion Detection: Network Scans as a Case of Study. 2013, 33-45

Data Mining in Cyber Operations. 2014, 61-73

139 A New Metric for Proficient Performance Evaluation of Intrusion Detection System. 2015, 321-331 2

Elite: Automatic Orchestration of Elastic Detection Services to Secure Cloud Hosting. 2015, 588-614

L Supervised Nonlinear Latent Feature Extraction and Regularized Random Weights Neural Network
37 Modeling for Intrusion Detection System. 2016, 343-354

A Framework for Contextual Information Fusion to Detect Cyber-Attacks. 2017, 17-51

135 Encyclopedia of Social Network Analysis and Mining. 2017, 1-9 1

A Neural Network Model for Intrusion Detection Using a Game Theoretic Approach. 2017, 355-367

133  Encyclopedia of Database Systems. 2017, 1-6

Cybersecurity Management Through Logging Analytics. 2018, 3-15

131 Encyclopedia of Database Systems. 2018, 2031-2036

Predicting Invariant Nodes in Large Scale Semantic Knowledge Graphs. 2018, 48-60

129 Encyclopedia of Social Network Analysis and Mining. 2018, 70-78

Performance Comparison of Intrusion Detection Machine Learning Classifiers on Benchmark and
New Datasets. 2018,

127 A Comparative Study of Anomaly Based Detection Techniques. 2019, 344-349

A Survey of Machine Learning Techniques Used to Combat Against the Advanced Persistent Threat.
2019, 159-172

A Hybrid Approach for Intrusion Detection using Integrated K-Means based ANN with PSO

125 Optimization. 2020, 5, 317-323

Towards Evaluating the Robustness of Deep Intrusion Detection Models in Adversarial

Environment. 2020, 111-120

29



CITATION REPORT

Evaluation of Kernel Based Atanassov's Intuitionistic Fuzzy Clustering for Network Forensics and

123 Intrusion Detection. 2020, 1-16

A Methodological Perspective on Lawful Internet Surveillance. 2020,

121 Adaptive Machine learning: A Framework for Active Malware Detection. 2020,

Intrusion Detection and CAN Vehicle Networks. 2021, 125-154

119 .2020,

Analytics of Specialized Data by Data Mining. 2020, 169-173

117  AnIntelligent Phishing Detection Scheme Using Machine Learning. 2021, 151-165 3

IntruDTS: Interactive Visual Analysis System for Intrusion Detection in Time Series. 2020,

115 Malicious Traffic Detection in loT and Local Networks Using Stacked Ensemble Classifier. 2022, 71, 489-515 o

A state-classification approach for light-weight robotic drilling using model-based data
augmentation and multi-level deep learning. 2022, 167, 108480

113 The Detection of Network Intrusion Based on Improved Adaboost Algorithm. 2020, 1

A Network Intrusion Detection Approach Based on Asymmetric Convolutional Autoencoder. 2020, 126-140

111 Hybrid Intrusion Detection with Decision Tree and Critical State Analysis for CBTC. 2020, 153-161

Important Internet Applications of Classification. 2020, 1-68

An Effective Intrusion Detection Model Based on Pls-Logistic Regression with Feature

109 Augmentation. 2020, 133-140

Enhance Intrusion Detection in Computer Networks Based on Deep Extreme Learning Machine.
2020, 66, 467-480

107 Data visualization of crimes in a city using machine learning. 2020, o)

loT dataset generation framework for evaluating anomaly detection mechanisms. 2020,

30



(2022-2021)

Analyzing the Impact of Cyber Security Related Attributes for Intrusion Detection Systems. 2021,

105 13, 12337

A Novel Model for Anomaly Detection in Network Traffic Based on Support Vector Machine and
Clustering. 2021, 2021, 1-11

103 Diverse Analysis of Data Mining and Machine Learning Algorithms to Secure Computer Network. 1 1

Intrusion Detection in Software-Defined Networks. 2021, 356-371

A Secure and Privacy Preserving Federated Learning Approach for IoT Intrusion Detection System.

101 2021, 353-368

.2021,9, 157727-157760

99  SaldEHespitinde Makine Benmesi YBtemlerinin Performans Analizi.

Machine Learning and Deep Learning Approaches for Intrusion Detection: A Comparative Study.
2022, 75-95

97  Atree-based stacking ensemble technique with feature selection for network intrusion detection. 1 6

Artificial intelligence for classification and regression tree based feature selection method for
network intrusion detection system in various telecommunication technologies.

95 Influence of Heavy Snowfall on Civic Life Using Location Information of Mobile Phone. 2018, 53, 927-934

Towards an Attention-Based Accurate Intrusion Detection Approach. 2021, 261-279

93 Multi-Trace: Multi-level Data Trace Generation with the Cooja Simulator. 2021, 1

Cyber Senses: Modeling Network Situational Awareness after Biology. 2021,

91 A Tutorial on Security and Privacy Challenges in CPS. 2022, 121-146 1

Adversarial examples for network intrusion detection systems. 2022, 1-26

89  Analysis and Evaluation of Machine Learning Classifiers for loT Attack Dataset. 2022, 471-482

A comparative simulation of normalization methods for machine learning-based intrusion detection

systems using KDD CupB9 dataset. 2022, 42, 1749-1766

31



CITATION REPORT

3 An Autoencoder-Enhanced Stacking Neural Network Model for Increasing the Performance of
7 Intrusion Detection. 2021, 12, 149-163 3

Intelligent Transportation Systems [Models, Challenges, Security Aspects. 2022, 56-82

85  Anomaly-Based Intrusion Detection System Through Deep Neural Network. 2022, 349-373

Machine Learning for Intrusion Detection Systems. 2022, 93-118

8 A Comparative Study of Diverse Intrusion Detection Methods using Machine Learning Techniques.
2022,

Stacked One-Class Broad Learning System for Intrusion Detection in Industry 4.0. 2022, 1-1

Few-Shot Network Intrusion Detection Using Discriminative Representation Learning with

81 Supervised Autoencoder. 2022, 12, 2351

Machine learning for intrusion detection in industrial control systems: Applications, challenges, and
recommendations. 2022, 100516

— WBSWK: weighted bi-directional sampling based on wk-means method for imbalanced datasets.
2022,

Computer Network Intrusion Anomaly Detection with Recurrent Neural Network. 2022, 2022, 1-11

77 N-GAN: a novel anomaly-based network intrusion detection with generative adversarial networks. 1 o

A two-stage intrusion detection system with auto-encoder and LSTMs. 2022, 121, 108768

e Research on Multi-pattem Matching Algorithm of Computer Network Intrusion Detection System.
2021,

Comparative analysis of SVM Kernels and Parameters for Efficient Anomaly Detection in loT. 2021,

A Robust PCA Feature Selection To Assist Deep Clustering Autoencoder-Based Network Anomaly
/3 Detection. 2021,

Network Intrusion Detection: An Analytical Assessment Using Deep Learning and State-of-the-Art
Machine Learning Models. 2021, 14, 1

Investigation of Domain Name System Attack Clustering using Semi-Supervised Learning with
71 Swarm Intelligence Algorithms. 2021,

Network Intrusion Detection using Decision Tree and Random Forest. 2022,

32



(2022-2022)

69 Machine Learning for DDoS Attack Detection in Industry 4.0 CPPSs. 2022, 11, 602 3

A Survey of Artificial Intelligence Challenges: Analyzing the Definitions, Relationships, and
Evolutions. 2022, 12, 4054

67  IDSGAN: Generative Adversarial Networks for[Attack Generation Against Intrusion Detection. 2022, 79-91 3

Machine Learning Techniques for Intrusion Detection Systems in SDN-Recent Advances, Challenges
and Future Directions. 2022, 1-31

Machine learning techniques for robotic and autonomous inspection of mechanical systems and
civil infrastructure. 2022, 2,

A Systematic Review on Hybrid Intrusion Detection System. 2022, 2022, 1-23

SVM Based Intrusion Detection Method with Nonlinear Scaling and Feature Selection. 2022,
E105.D, 1024-1038

A Hybrid Intrusion Detection Approach Based on Deep Learning Techniques. 2022, 863-878

A Deep Learning Approach to Network Intrusion Detection Using a Proposed Supervised Sparse

61 Auto-encoder and SVM.

Hybrid Optimization Enabled Robust CNN-LSTM Technique for Network Intrusion Detection. 2022,
10, 65611-65622

= A Novel Deep Supervised Learning-Based Approach for Intrusion Detection in IoT Systems. 2022,
22,4459

A Review on the 40 Years of Existence of Data Envelopment Analysis Models: Historic Development
and Current Trends.

57 A Model on Intrusion Detection Using Firefly Algorithm and Classical Machine Learning. 2022, 217-228 o)

Cyber Secure Man-in-the-Middle Attack Intrusion Detection Using Machine Learning Algorithms.
2022, 976-1001

55 Enabling intrusion detection systems with dueling double deep Q-learning. 1

Privacy-Preserving Knowledge Transfer For Intrusion Detection With Federated Deep
Autoencoding Gaussian Mixture Model. 2022,

53 A Review on C3I Systems[Security: Vulnerabilities, Attacks, and Countermeasures.

Mutual clustered redundancy assisted feature selection for an intrusion detectionlsystem. 2022, 1-17

33



CITATION REPORT

51 An edge computing based anomaly detection method in loT industrial sustainability. 2022, 128, 109486 2

iNIDS: SWOT Analysis and TOWS Inferences of State-of-the-Art NIDS solutions for the development
of Intelligent Network Intrusion Detection System. 2022, 195, 227-247

Black box attack and network intrusion detection using machine learning for malicious traffic. 2022 L
9 123,102922

Genetic Algorithm-Based Optimal Deep Neural Network for[Detecting Network Intrusions. 2022, 145-156

47 Intrusion Detection System Using Signature-Based Detection and Data Mining Technique. 2022, 129-143 0

A Generic Review on Anomaly Detection. 2022, 495-506

45 Utilising K-Means Clustering and Naive Bayes for loT Anomaly Detection: A Hybrid Approach. 2022, 177-214 o

IDPS signature classification based on active learning with partial supervision from network
security experts. 2022, 1-1

43  Dimensionality Reduction and Supervised Learning for Intrusion Detection. 2022, 0

Machine Learning Algorithms and Datasets for Modern IDS Design. 2022,

41 AdaBoost Algorithm in Trustworthy Network for Anomaly Intrusion Detection. 2022, 0

Machine and Deep Learning for loT Security and Privacy: Applications, Challenges, and Future
Directions. 2022, 2022, 1-41

Intrusion Detection Systems Using Support Vector Machines on the KDDCUPR9 and NSL-KDD
39 Datasets: A Comprehensive Survey. 2023, 609-629

The Application of Computer Intelligence in the Cyber-Physical Business System Integration in
Network Security. 2022, 2022, 1-10

Cyber Threat Intelligence Sharing Scheme Based on Federated Learning for Network Intrusion
37 Detection. 2023, 31, ©

Review on Cybersecurity and Major Cyberthreats of Smart Meters. 2022, 527-541

Threats Modeling and[Anomaly Detection inlthe[Behaviour oflabystem - A Review of[Some
35 Approaches. 2022, 1-27 ©

Network Threat Detection Using Machine/Deep Learning in SDN-Based Platforms: A

Comprehensive Analysis of State-of-the-Art Solutions, Discussion, Challenges, and Future Research
Direction. 2022, 22, 7896

34



(2023-2022)

Simulating and predicting the performance of a horizontal subsurface flow constructed wetland
20 using a fully connected neural network. 2022, 380, 134959

Mobile botnet detection: a comprehensive survey.

31 Computationally Efficient Approaches for Privacy and Security of Big Data. o)

Cybersecurity in Smart Cities: Detection of Opposing Decisions on Anomalies in the Computer
Network Behavior. 2022, 11, 3718

29 Machine learning-based intrusion detection for SCADA systems in healthcare. 2022, 11, o)

Deep Reinforcement Learning for Anomaly Detection: A Systematic Review. 2022, 10, 124017-124035

27 A Novel Threat Intelligence Detection Model Using Neural Networks. 2022, 10, 131229-131245 fe)

Towards an Optimized Ensemble Feature Selection for DDoS Detection Using Both Supervised and
Unsupervised Method. 2022, 22, 9144

25 Evaluation of Machine Learning Techniques for Traffic Flow-Based Intrusion Detection. 2022, 22, 9326 1

Improving anomaly detection in SCADA network communication with attribute extension. 2022, 5,

>3 Adversarial Machine Learning for Network Intrusion Detection Systems: A Comprehensive Survey.
2023, 1-1

Graph-based Intrusion Detection System Using General Behavior Learning. 2022,

Increasing the Effectiveness of Network Intrusion Detection Systems (NIDSs) by Using Multiplex

21 Networks and Visibility Graphs. 2023, 11, 107

Adversarial AutoEncoder and Generative Adversarial Networks for Semi-Supervised Learning
Intrusion Detection System. 2022,

19  Analysis of Label-Flip Poisoning Attack on Machine Learning Based Malware Detector. 2022, o)

Mutual Clustered Redundancy and Composite Learning for Intrusion Detection Systems. 2023, 19, 1-25

L Curse of Feature Selection: a Comparison Experiment of DDoS Detection Using Classification
7 Techniques. 2022,

A gradient-based approach for adversarial attack on deep learning-based network intrusion

detection systems. 2023, 137, 110173

35



CITATION REPORT

15 A New Hybrid Approach Using GWO and MFO Algorithms to Detect Network Attack. 2023, 136, 1277-1314 o)

Statistical Evaluation of Network Packets in an Intrusion Detection Mechanism Using ML and DL
Techniques. 1-17

13 Cybersecurity in process control, operations, and supply chain. 2023, 171, 108169 0

Forecast of Modern Concrete Properties Using Machine Learning Methods. 2023, 167-205

11 Machine Learning Empowered Intelligent Data Center Networking. 2023, 15-99 0

A Distinguished Method for Network Intrusion Detection using Random Initialized Viterbi
Algorithm in Hidden Markov Model. 2022,

9 Improving Classification Accuracy of Cyber Attacks in the Banking Sector. 2023, 564-576 fe)

Characterization of threats in 1oT from an MQTT protocol-oriented dataset.

7 A Systematic Review on Anomaly Detection. 75-82 o)

Research on Network Traffic Anomaly Detection Method Based on Temporal Convolutional
Network. 2022,

Hybrid Firefly and Black Hole Algorithm Designed for XGBoost Tuning Problem: An Application for
5 Intrusion Detection. 2023, 11, 28551-28564

Detection of Adaptive Network Intrusion Employing Enhanced Machine Learning Systems. 2022,

3 Network Intrusion Detection System using ML. 2022, 0

Deep learning for predictive alerting and cyber-attack mitigation. 2023,

1 Intrusion Detection using Deep Learning Techniques. 2022, o)



