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7 Threat-Specific Security Risk Evaluation in the Cloud. IEEE Transactions on Cloud Computing, 2021, 9,
793-806. 3.1 21

8 Evaluating the effectiveness of shuffle and redundancy MTD techniques in the cloud. Computers and
Security, 2021, 102, 102091. 4.0 13

9 DESOLATER: Deep Reinforcement Learning-Based Resource Allocation and Moving Target Defense
Deployment Framework. IEEE Access, 2021, 9, 70700-70714. 2.6 6

10 Panop: Mimicry-Resistant ANN-Based Distributed NIDS for IoT Networks. IEEE Access, 2021, 9,
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11 Novel security models, metrics and security assessment for maritime vessel networks. Computer
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12 Model-based Cybersecurity Analysis: Past Work and Future Directions. , 2021, , . 2
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37 Systematic identification of threats in the cloud: A survey. Computer Networks, 2019, 150, 46-69. 3.2 37

38 A Game Theoretic Approach for Cloud Computing Security Assessment Using Moving Target Defense
Mechanisms. Lecture Notes in Networks and Systems, 2018, , 242-254. 0.5 0

39 Automated security investment analysis of dynamic networks. , 2018, , . 6

40 Proactive defense mechanisms for the software-defined Internet of Things with non-patchable
vulnerabilities. Future Generation Computer Systems, 2018, 78, 568-582. 4.9 30

41 Software Defined Stochastic Model for Moving Target Defense. Advances in Intelligent Systems and
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42 Evaluating the Security of IoT Networks with Mobile Devices. , 2018, , . 3

43 Optimal Deployments of Defense Mechanisms for the Internet of Things. , 2018, , . 3

44 Comprehensive Security Assessment of Combined MTD Techniques for the Cloud. , 2018, , . 14

45 Time Independent Security Analysis for Dynamic Networks Using Graphical Security Models. , 2018, , . 3

46 FRVM: Flexible Random Virtual IP Multiplexing in Software-Defined Networks. , 2018, , . 42

47 Evaluation for Combination of Shuffle and Diversity on Moving Target Defense Strategy for Cloud
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48 Dynamic security metrics for measuring the effectiveness of moving target defense techniques.
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50 Stateless Security Risk Assessment for Dynamic Networks. , 2018, , . 4

51 A systematic evaluation of cybersecurity metrics for dynamic networks. Computer Networks, 2018, 144,
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52 Spiral^SRA: A Threat-Specific Security Risk Assessment Framework for the Cloud. , 2018, , . 2
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56 Security Modeling and Analysis of Cross-Protocol IoT Devices. , 2017, , . 2
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58 Effective Security Analysis for Combinations of MTD Techniques on Cloud Computing (Short Paper).
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59 Firewall ruleset visualization analysis tool based on segmentation. , 2017, , . 14
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74 Availability modeling and analysis of a data center for disaster tolerance. Future Generation
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75 MASAT: Model-based automated security assessment tool for cloud computing. , 2015, , . 1
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77 Security modeling and analysis of an intrusion tolerant cloud data center. , 2015, , . 6
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81 Availability Modeling and Analysis for Software Defined Networks. , 2015, , . 18

82 Scalable Network Intrusion Detection and Countermeasure Selection in Virtual Network Systems.
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83 Security Modeling and Analysis of a SDN Based Web Service. Lecture Notes in Computer Science, 2015, ,
746-756. 1.0 2

84 Statistical Calibration and Validation of Mathematical Model to Predict Motion of Paper Helicopter.
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85 A Comprehensive Availability Modeling and Analysis of a Virtualized Servers System Using Stochastic
Reward Nets. Scientific World Journal, The, 2014, 2014, 1-18. 0.8 25

86 Scalable Security Analysis Using a Partition and Merge Approach in an Infrastructure as a Service
Cloud. , 2014, , . 3

87 Scalable Security Models for Assessing Effectiveness of Moving Target Defenses. , 2014, , . 17

88 What Vulnerability Do We Need to Patch First?. , 2014, , . 13

89 System availability assessment using stochastic models. Applied Stochastic Models in Business and
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90 Scalable security analysis in hierarchical attack representation model using centrality measures. ,
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92 Modeling and analysis of software rejuvenation in a server virtualized system with live VM migration.
Performance Evaluation, 2013, 70, 212-230. 0.9 80

93 System resiliency quantification using non-state-space and state-space analytic models. Reliability
Engineering and System Safety, 2013, 116, 109-125. 5.1 27

94 Dependability and Security for Wireless Ad Hoc and Sensor Networks and Their Applications.
International Journal of Distributed Sensor Networks, 2013, 9, 505313. 1.3 0
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2012, 64, 3666-3682. 1.4 11

98 Sensitivity Analysis of Server Virtualized System Availability. IEEE Transactions on Reliability, 2012, 61,
994-1006. 3.5 61

99 Multi-State Availability Modeling in Practice. Springer Series in Reliability Engineering, 2012, , 165-180. 0.3 6

100 Scalable optimal countermeasure selection using implicit enumeration on attack countermeasure
trees. , 2012, , . 46

101 Attack countermeasure trees (ACT): towards unifying the constructs of attack and defense trees.
Security and Communication Networks, 2012, 5, 929-943. 1.0 110

102 Quantitative intrusion intensity assessment for intrusion detection systems. Security and
Communication Networks, 2012, 5, 1199-1208. 1.0 1
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128 Genetic Algorithm to Improve SVM Based Network Intrusion Detection System. , 0, , . 44


